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PREFACE

This report was prepared by Dr. Lndanae Peck, Geophysicist, of the Geophyical
Sciences Branch, Research Division, US. Army Cold Regions Research and Engnering
Laboratory. This project was funded by the U.S. Army Corps of Engineers and the US. Air
Force Electronk Security and Communications Center for Excellence at Hanscom APB,
Massachusetts

This report was reviewed by James Morse and James Lacombe. James Morse designed
the circuitry (rectifier/integrator) that made it possible to monitor the proximity-to-alarm
status of the M106 IDSs. Bonnie Jones of CRREL maintains the SOROIDS alarm data
acquisition system and was the intruder for the IPID and buried optical-fiber MDs.

The contents of this report are not to be used for advertising or promotional purposes.
Citation of brand names does not -onstitute an official endorsement or approval of the use
of such commercial products.
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Cold Regions PfomneOf
Optical-Fiber and Pulsed Neai~-Inrmd

Intrusion Detection Systems

UNDAMAE PBCK

INTRODUC1ION nunwroim alarms during thw first two weeks of the
evaluation period. Thw manufiacture attributed thw

This report sunumarizes the results of cantivled pooblern to a faulty law or to a break in the semor
intrusions, and kong-term monitoring of four optical- cable This IDS was shut down on 13 Octoiber 1992.
fiber intrusion detection systems (IM~) and one All the optical-fiber 1DB. were installed by can-
pulsed nearinfrared IDS during the period 3 Octo- ftactors of the Air Force Electroni Security and
ber 1992 to 27 July 1993 at the CRREL IDS site Comeiai ns ater, Hamnom APB. The IFI
(SOROIDS in South Royalton, Vermrt. Mw opti- was installed by CRREL personnel following a site
cal-fiber HDB. are the Mason and Hange Fiber Optic vist by the manufacturer.
Intelligence and Detection System (Ol)DS) andi the The fence-mounted optical-fiber cable ID~s are
Fiber Saris Sys M106; each system is in opeation in attached to the chain-link fince with plastic be-
both a fenu-mounted and a buried configuration, wraps. The chain-link. fence is described in Appen-
The near-infrared 1D, is ECSI-EAG International's dix A. The 101DB and the M106 cables make a sinigle
Infared Perimeter Intusion Detection System loop along the length of their separate detectio
(hereafter referre to as the NPI). The locations of zones. Each cable is positioned slightly (-8 cm)
the lD~s are sown in Figure 1. above thw lowest stiffening cable on thw fence and,

A thiaf optical-fiber 1DB, Stellar Systems' Sabre- after looping at thw arnd of its zone, returns approxi-
line Outdoor Buried Fiber Optic System, generated mately 48cmn below the top of the fence fabric.

Qweffofs FOVS Zone M1011zone A

48 44740O 36 32 28 24720 16 12 8T 4
Fb~sPanel Safnn tFsomnowitd Cable Loops

C~ Lops USZones
FONUS Bed __ _ _ _
MIN seo

GONVII Sol
Ply Sheet to Which Enclosure Of

froplis IDS Pvocsews anu Mounted

x Fmic Poat (corner post ierntersd zeo) 0 20m GA
A-A' IPID Uneof-g~ Lu.Lu..Li

Fiont 1. Locatio of IDSs at SOROIDS. Easz pmnd is ununlws mvrng to the
nwnbff of OwJfuuce pod to its nordLh PamI 42 is af~ffwgion 1 utt of dwb,-b*~ wa
yunds 41 and 43 have hwtimtal pipesas 9& nbe~ar Ow top afeac pan&
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The burle optkcal-fiber wab onvered eithe ESQUIFMErr AND INgrALL4TION
with gravel or soil in beds approximately 25 m EFFECrS ON DEBC1rABnhTY
wide A singe cable loops the entire length of the
M1S zone in a serpentine pattern, passing hun the Mason and Hange FOIDS
soil portion near the processr into the gravel por- The system processor in use at SOROIDS is a
tion, looping back at the far end of the gravel por- two-zone unit that handles both the fence-mounted
tion, passing into the soil portion again, then loop- and the buried optical-fiber cables, There is a sensi-
ing at the end of the soil portion (by the processor) to tivity adjustment for each zone but no other opera-
repeat the soil-gravel-soil sequence. An unfortu- tor-selectable parameters. Because newer versions
nate consequence of this cable configuration is that have more selectable parameters and because the
it is not possible to distinguish between nuisance manufacturer considers the SOROIDS unit to be a
alarms arising in the soil portion and those arising in prototype, results obtained at SOROIDS are not nec-
the gravel portion. Both burial media comprise the esearily representative of the performance of the
same alarm zone. commercially available FOLDS.

The M106 buried cable is attached to orange plas-
tic webbing and is covered with 8 cm (3 in.) of gravel Fiber Sens Sys M106
or 10-13 cm (4-5 in.) of soiL The FOIDS buried cable There are two system processors in use at
is also attached to orange plastic webbing and is SOROIDS, one for the fence-mounted optical fiber
covered with 5 cm (2 in.) of gravel or 5-6 an (2-2.5 cable and one for the buried cable. Both are versions
in.) of soiL These depth determinations were made of the manufacturer's commercially available sys-
in October 1992 by CRREL personnel at two loca- tems. The cable is buried deeper in both the soil and
bons in the gravel and soil portions of each bed. the gravel portions of its test bed than the manufac-
They do not agree with the intended bed profiles, turer recommends. During a site visit in May 1993, a
which were 5 cm (2 in.) of soil or gravel on 5 cm (2 Fiber Sens Sys representative found locations where
in.) of sand. the M106 cable was as deep as 18 cm (7 in.), whereas

Table 1. Site conditions during controlled intrusions.

Date Time Air temperature (C* Wind speed (r/s)* Wind gust (m/s) Snow depth (cm)

6 Oct 92 1330-1530 11.8 to 14.1, increasing 2.5 to 2.7 4.9 to 7.3 0
15 Oct 92 1330-1530 8.3 to 8.7 0.4 to 0.7 1.4 to 1.7 0
3 Nov 92 1330-1600 4 to 4.2 1.6 to 2.6 5 to 7.3 0

17 Nov 92 1100-1430 -0.4 toO.4 0.4 to 2.3 1.3to5.1 1
24 Nov 92 1200-1600 4.6 to 5.2 1.1 to 2.1 2.7 to 4.8 0

8 Dec92 1030-1500 -7.2 to -6.8 3.3 to 4.7 7.1to10.5 3to10
15 Dec 92 1200-1500 0.2 to 2.9 0.2 to 0.6 0.8 to 2.9 Discontinuous; 0 to 5
22 Dec 92 1100-1400 0A to 4.2 0.8 to 1.7 2.3 to 4.9 0
12 Jan 93 1030-1430 -3.2 to -2.4 0.3 to 1.8 1 to 2.6 1 to4
19 Jan 93 1030-1700 -10.8 to -8.8 1.3 to 6.8 2.7 to 13 12 to 17
2Feb 93 1230-1630 -11.7to-85 2.4 to4.4 3.5 to8 100 to 25; Obasal ice layer present

9 Feb 93 1000-1530 -14.1 to -4.4, increasing 0.5 to 2.6 22 to3.9 9to20
16 Feb 93 1030-1430 -42 to-lA 0.4 to 5.2 1.8 to 14 26 to 35
23 Feb 93 1130-1600 -2.8 to-1 0.7to 1.4 1.7to 6.4 47to65
2 Mar 93 1000-1600 -9.1 to 4.9 0.4 to 2 1 to 4.2 42 to 57
9 Mar93 1100-1630 3.3 to 4.9 2.4 to4.5 4to9.4 33 to46

16 Mar 93 1030-1630 -2.3 to 7.5 3.6 to 6.5 7.8 to 12 50 to 75
6 Apr93 1030-1500 6.4 to 13.3 0.7to 2.1 1.9 to8.2 20 to35

13 Apr 93 094S-1330 4.9 to 7.4 Z3to 3.8 3.7to7.1 0

20 Apr 93 0930-1300 7 to 17 0.7 to 5 2 to 11.1 0
27 Apr 93 1000-1200 5.4 to 8.6 3.9 to 4.3 7.6 to 10.8 0
18 May 93 1000-1330 11.3 to 15.7 0.6 to 3A 1.8 to 8.5 0

1 Jun 93 0945-1330 10.6 to 14.4 0.3 to 1.2 0.9 to 3.7 0
29 Jun 93 1130-1500 213 to 23.5 2to2.9 5.1to 7.4 0
13 Jul 93 0930-1315 22.6 to 25.9 1.7 to 3.2 5.2 to 8.0 0
27 Jul93 0930-1430 17.1 to 20.4 2.3 to 3.6 5.7 to 8.2 0

*2 m height, 30 min average.
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the recommended depths are 5 cm (2 in.) in soil and fective resistor, and thus whether the SOROIDS rec-
8-15 cm (3-6 in.) in graveL For this reason, results ord of IPID nuisance alarms is representative of
obtained with the buried M106 system at SOROIDS IPIDs in general or of defective PIDs only.
are not necessarily representative of its achievable
detection capability. All optical-fiber IDS&

The processors of all the optical-fiber IDSs are
ECSI-EAG International Infrared mounted to an upright sheet of plywood that is ori-
Perimeter Intrusion Detection System ented broadside to the wind. The plywood is free-

The IPID at SOROIDS is commercially available, standing, attached to two wooden posts that are set
During the evaluation period, there were instances in concrete. Its only other support is two 2x4s that
of nuisance alarms that the manufacturer felt were extend outward from the back side of the plywood
inconsistent with the typical performance of an and downward to the ground, where they ame held
IPID. Subsequently the manufacturer discovered in place by short sections of 2x4s driven into the
that some fielded units have a defective resistor that ground. The optical-4ilmr cables run from the ground
could account for the SOROIDS unit generating surface through PVC conduit into the processor
alarms when small birds walk in front of the re- enclosures. The M106 cables from the ground sur-
ceiver and could also account for the SOROIDS face to the processor are inactive signal transmission
unit's protracted alarms during hot weather. The re- cables, but the FOIDS cables are active sensor cables
ceiver unit at SOROIDS was first exchanged by the Both the fence-mounted and the buried FOIDS
manufacturer on 22 July 1993, before the resistor IDSs are prone to alarms during windy periods,
problem became known. A second replacement re- which is probably due in part to movement of the
ceiver unit was installed on 5 October 1993 as part of plywood and/or conduit The M106 IDSs do not
the manufacturer's effort to replace all potentially show the same sensitivity to wind conditions. It is
defective receiver units. It is not known by CRREL not known to what extent the low number of wind-
personnel whether the original receiver had the de- induced nuisance alarms with the M106 IDSs is due

Precptation Soilbed Gnwd bed

None Dry Gravel loose
Intermittent drizzle Damp Gravel loose

Rain in morning Damp Gravel loose
Snowing Damp Gravel loose

Rain in morning Damp Gravel loose
None Shallow (< 5.5 an) frozen layer. 3 to 7 cm snow. 0 to 1 cm snow. Hard frozen.
None Frozen layer > 5.5 cm deep. 4 to 5 cm snow Gravel loose
None Frozen layer > 5.5 an deep. Gravel loose
None Frozen layer > 5.5 cm deep. 2 to 3 cm snow. 1 to 2 an snow. Gravel loose.
None Frozen layer > 5.5 cm deep. 13.5 to 15 an snow. 13.5 to 15 cm snow. Gravel loose.
None Hard frozen (> 5.5 ca). Gravel loose but packed with snow.

18 to 20cm snow with basal ice layer. 18 to 20 cm snow. No basal ice layer
None Hard frozen (> 5.5 cm). M106 gravel loose. FOLDS gravel frozen in ice.

Snowing 11 to 13 cm snow with basal ice layer. 11 to 15 cm snow. No basal ice layer.
Snowing

None
None Frozen layer > 5.5 cm deep. 41 to 44 cm snow. 43 to 46 ac snow.
None Hard frozen (> 5.5 an). 31 to 33 cm snow. Gravel hard frozen. 32 to 33cm snow.
None Hard frozen (> 5.5 an). Snowcovered. Snowcovered

Hard frozen (> 5.5 an). Snowcovered
Crossing made where soil exposed by nmning water.

None FOIDS wet slippery; footprints visible. Bare; loose
M106 damp; firm.

None Damp, firm
None Firm
None Dry

Intermittent light rain Wet
None Dry
None Very dry, hard
None Dry
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to their eletacnki exclusion of characteristic wind- cur to satisfy the alarm conditin; the M106 wa sd
related signals and how much is due to the standard ir a ount one.) If the &it tap did not produce an
use of inactive cable leading from the ground sur- alarm, taps were repeated with increasing foror un-
face to the processor. In May 1993, following a sea- til an alarm occurred. The number of taps required
son of freeze-thaw action, one of the 2x4 braces was to cause an alarm is given in Tables 2 and 3 for the
loose to the touch. It was possible to cause the bur- FOLDS and M106, respectively. If no alarm occurred
ied M106 to alarm by hitting the plywood back- after five taps, the table entry is 0 (5), preceded by
plane. The fence-mounted IDS did not alarm then, the location designation (H, M, or L). For example,
which is consistent with the buried unit being oper- two separate intrusions (taps) were made at post 25
ated at a higher sensitivity Once the plywood's 2x4 at the low location on 12 Jan 93, and both events
braces were stabilized, neither M106 unit alarmed were detected following a single tap (L, L). At post
when the plywood was pushed or struck. 25 on 2 Mar, there were two separate intrusions, one

It is impossible to isolate unquestionably the at the low location and one at the high location. The
FOLDS alarms that were due to wind-induced mo- former required two taps (12) before an alarm
tion of the fence from those due to wind-induced occurred, the latter required a single tap (H).
motion of the plywood. A reasonable criterion, how- For the buried IDs, a controlled intrusion was a
ever, is whether only the fence-mounted FOLDS is person crossing an IDW's bed at a walk on a path per-
experiencing nuisance alarms. If both FOIDSs pendicular to the length of the bed. The intruder
alarm, it is likely to be related to movement of the was a 1.7-m-tall female who took 4-5 steps during a
plywood. If only the fence-mounted FOLDS alarms, crossing. The intruder's characteristics varied dur-
particularly as that is operated at a lower sensitivity ing the reporting period in terms of more clothing
than the buried FOIDS, then it is likely that wind-in- and heavier footwear in the winter months. The in-
duced motion of the fence is the cause of the nui- trusions were conducted in two series along the
sance alarms. length of the IDS beds. First, the intruder crossed the

soil portion of the bed 12 times on east-west paths
as she proceeded northward from the processor end

CONTROLLED INTRUSIONS of the bed to the boundary between the soil and
gravel portions of the bed. She then continued

The site conditions during the days on which northward, crossing the gravel portion 12 times on
controlled intrusions were conducted are given in east-west paths. For the second series, the intruder
Table 1. The reported air temperatures and wind proceeded southward, from the farthest end of the
speeds are 30-min averages. The wind gust is the gravel portion toward the processor end. She first
maximum wind speed during a 30-min period. crossed the gravel portion 12 times on east-west
Wind and temperature data are acquired at a meteo- paths, and then crossed the soil portion 12 times on
rological tower at a height of 2 m and processed by a east-west paths. This resulted in 24 crossings each of
data logger into 30-min intervals. Snow depth mea- the soil and gravel portions at locations that span the
surements were made contionously by an acoustic length of each portion of an optical-fiber bed. The
snow depth sensor at a representative location. They results of the intrusions are given in Tables 4 and 5
were supplemented by hand measurements on for the POIDS and M106, respectively.
days of controlled intrusions. For the IPID, a controlled intrusion was a person

Controlled intrusions for the fence-mounted walking upright on a path perpendicular to the line-
IDSs were single taps to the fence with a metal rod. of-sight of the IPID beams. The crossings were made
Each fence panel was tapped at its center (panel at 3-m increments between the transmitter and re-
data). Each panel was also tapped near one of its ceiver units. The results of the intrusions are givw- in
fence posts (post data) at a distance of approxi- Table 6.
mately 25-30cm from the post. The post taps were
made variously at three heights along the post, Fence-mounted FOIDS
which are designated as high (I-I), middle (M), and The only operator-adjustable setting of the
low (L). The high location is between the top two FOLDS is its sensitivity. For 15 Oct 1992 through 13
stiffening wires. The low location is between the Apr 1993 the fence-mounted FOIDS was operated
lowest stiffening wire and the bottom rail of the at a sensitivity of 4.5 on a scale of 0 to 9+ (the larger
fence. For both the FolDS and the M106 a single tap the number, the higher the sensitivity). The slight
constituted an intrusion. (The FOIDS has no provi- reduction from the initial 4.75 sensitivity on 6 Oct
sion for selecting the number of events that must oc- was made to reduce the number of nonintruder
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Table I. FOJDS fece intrusioiu.

softivai Dite Pail 23 Pbst 23 Pared 24 Post 24 Pane 25 Ptd 25 Pene 26 Poet 26

4.75 6Oct 92 1 .M I KH 1 L,L 1 K M
4.75,4.5 15Oct92 1,1 KRH 1,1 KM
4.5 3 Nov92 1,1 H I KM II L I HL
4.5 17 Nov 92 1 MKH 1 LL 1 LM 1 MIH
4.5 24 Nov 92 1 L,M I H.M 1 K L 1 L,H
4.5 8 Dec92 2 L,L 1,1 112 1,1 M 1 L,H
4.5 15 Dec92 5 H 1 M I L 1 H
4.5 22 Dec 92 1 L,H I HH 1 KL 1 L,L
4.5 12 Jan 93 1 KH I KML 1 L,L I HM
4.5 19 Jan93 1 L,H 1 ILL 1 ML 1 L,M
4.5 2 Feb93 1 HM I KMH 1 L,H 1 KL
4.5 9 Feb 93 I M,H I L,L 1 KLL 1 KM
4.5 23Feb93 1 HML 1 KM,L I K L 1 K, L
4.5 2 Mar93 1 I. 2 2 KII 5 LZH 2 IKL
4.5 9 Mar93 1 KH 2 KL 1 LL 1 IKM
4.5 16Mar93 I MH I L,L I IL I M, M2
4.5 6 Apr 93 1 IKH 1 KML 1 L,L I KM
4.5 13 Apr93 1 MH 1 L,L 1 ILL 1 KM
3.0 20 Apr 93 1 LH 1 ILL 1 ML 1 L,M
2.5 27 Apr 93 1 L,H 1 KL 1 , L 1 LM
2.5 18May93 1 L,H I ILL I KML 1 LM
2.5 1 Jun93 1 IKH 1 ML 1 LL 1 KM
2.5 29 Jun93 1 K H 2 ML2 1 L,L I ILM
4.5 29Jun 93 1 I-H 1 KL 1 L,L 1 I-M
4.5 13 Jul93 2 M2,H2 2 L,1H2 1 ILL 2 M,L
6.0 13Jul93 H L L M
4.5 27 Jul93 1 HH I KL I L,L I IIM

&W" Date Panel 27 Post 27 Pane 28 PAt 28 Pane 29 Post 29 Pane 30 Post 30

4.75 6Oct 92 1 KMH 1 H I ILL 1 KIM
4.75,4_5 15Oct 92 I1, 1,1 KLH
4.5 3 Nov 92 I,1 M I,1 I M 1,1 M2
4.5 17 Nov 92 1 LL 1 I-LM 1 MH 1 L,L
4.5 24 Nov 92 1 KLH I KMM I L,M I ILM
4.5 8 Dec92 1 IKH 1,1 M 1,1 L 1 IL
4.5 15 Dec 92 1 M 1 NA 2 H I M
4.5 22 Dec 92 2 -IM 1 KMM I L2,H 1 HH
4.5 12 Jan93 1 KM 1 L,H 1 KLH I KL
4.5 19Jan 93 1 ILM I KMH I LH I ILL
4.5 2 Feb 93 1 KL 1 LM 1 IKM 1 KMH
4.5 9 Feb 93 1 L,M 1 KLH 1 MH 1 L,L
4.5 23 Feb 93 1 KML I H,K L2 1 KLML 1 ILM,L
4.5 2 Mar93 2 M3,L 1 L2,M2 2 H2,M4 2 M4,H
4.5 9Mar 93 1 KMM I L,H 1 KLH 1 KML
4.5 16Mar93 1 LM 1 IKH 1 KH I L,L
4.5 6Apr 93 1 M,M 1 L,H 1 ILM 1 KL
4.5 13 Apr 93 1 LM I I H I K H I L, L
3.0 20 Apr 93 1 ILM 1 KH I L,H 1 IL
2.5 27Apr 93 1 ILM I KH 1 L,H I IL
2.5 18 May93 1 HM 1 KH 1 L,H I IL
Z5 1Jun93 1 MM 1 L,H I KLH I M,L
2.5 29Jun 93 2 M,M I L,H I KIH2 I ML
4.5 29 Jun 93 1 KMM 1 L,H I KH I ML
4.5 13 Jul93 2 u 2 H2 3 M3 2 U
6.0 13 Jul93 M H 112 U
4.5 27Jul93 1 KMM I LH I KLH I KL
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Table 2 (ceard). FOES fenc intuiem

Smuft Date Pual 31 PPoo 31 PoW132 Post 32 Pmd 33 Pwt33 Pad 34 Pad 34

4.75 6Oct 92 1 L,H I KL 1 M,M I L,H
4.75,4.5 15 Oct 92 1,1 MM 1,1 LL
4.5 3 Nov 92 1 LH 1,1 H I KM 1,1 L
4.5 17 Nov 92 1 H I M H I L, L I K M
4.5 24 Nov 92 1 L 1 L,L 1 HH 1 M,H
4.5 8 Dec92 1 L 1,1 L !,I H 2 M,M
4.5 15 Dec 92 1 L 1 H I M I L2
4.5 22 Dec92 1 L 2 L,L I H,M 2 M,M
4.5 12 Jan93 1 LL I KM I M,M I L,H
4.5 19 Jan 93 1 M L I L, M 1 K M 1 M H
4.5 2 Feb 93 1 L,H I KHL I ML I L,M
4.5 9 Feb 93 I KL I MM I L,M I KH
4.5 23 Feb 93 1 KML 1 HML I H,ML I KMK,L
4.5 2Mar 93 5 L3,H2 0(5) K L3 2 M L3 5 L0 (5), MO (5)
4.5 9Mar93 2 L2, L 2 H,M2 1 M,M I L,H
4.5 16 Mar93 1 H,L I K M2 I M,M I L, H2
4.5 6 Apr93 I L,L I H,M I M,M I L,H
4.5 13 Apr 93 1 H,L I M,M 1 L,M I H,H
3.0 20 Apr 93 1 ML 1 L,M I KM I MH
2.5 27 Apr93 1 M,L 1 LM I H,M I M,H
Z5 18 May93 1 KL I L,M 1 KM 1 MH
2.5 1 Jun93 1 L,L I HM 1 MM 1 L,H
2.5 29 Jun93 1 L2,L2 I K M2 I M,M I L,H
4.5 29 Jun 93 1 L,L I KHM 1 L,M 1 -IH
4.5 13 Jul93 1 H2 3 M3, M2 3 LA, M3 5 H,H
6.0 13 Jul93 L M2 M H
4.5 27 Jul93 1 L,L 1 K-M I MM 1 L,H

Sensitivity Date Panel 35 Post 35 Panel 36 Post 36 Panel 37 Post 37 Panel 38 Post 38

4.75 6 Oct 92 1 KL 1 M I L,M I H,M
4.75,4.5 15 Oct 92 1,1 HH I,1 M,M
4.5 3 Nov92 1 H,H 2,1 M2 1 L2,L I K-M
4.5 17 Nov 92 1 MH 1 1 K-M 1 M,H
4.5 24 Nov 92 1 L,M 1 KHM 1 ML I L,H
4.5 8 Dec92 1 L,M 1,1 H 1 M3,H 2,1 L
4.5 15 Dec 92 2 H 3 M4 4 L2 I H
4.5 22 Dec92 1 L,H 2 K H2 1 M3,L 1 L,M
4.5 12 Jan93 1 K H 1 ML 1 L,L 1 KM
4.5 19Jan 93 1 L,H I KL 1 ML 1 1,M
4.5 2 Feb 93 1 KM I M,H I L,H I KHL2
4.5 9 Feb93 1 M,H I L,L I KIL I M,M
4.5 23 Feb 93 1 K-ML I KM,L 2 KHML 1 KM,L
4.5 2 Mar 93 4 3, M3 1 M2, HO (5) 1 LO (5), H4 3 K L3
4.5 9 Mar93 2 HH I ML 1 1,LA4 1 KM
4.5 16 Mar93 1 KHH 1 M,L I L,L 1 K-M
4.5 6 Apr93 1 K H 1 M,L I L,L 1 KHM
4.5 13 Apr 93 1 MKH 1 L,L 1 KL 1 MM
3.0 20 Apr 93 1 L,H 1 KL I MKL 1 L,M
2.5 27 Apr 93 1 LH 1 KtL 2 M2,L2 1 L,M
2.5 18May93 1 L,H 2 KL 2 ML 1 L,M
2.5 1Jun93 1 KH 1 ML 1 L3,L 1 KHM
2.5 29 Jun 93 1 KHH I ML 1 L,L 1 K-M
4.5 29Jun93 1 MH 1 L,L I KiL I MM
4.5 13 Jul93 0(5) MO (5), H5 0(5) LA (5), D (5) 0(5) H, LO (5) 0(5) Mo (5), h
6.0 13Jul93 I-I2 1.3 1,4 M
4.5 27Ju193 I K-H 1 M,L I L,L 1 K-M
4.75 6 Oct 92 1 KIH 1 L,H 1 KM I KML
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Table 2 (coned).

eui Date Pmane 39 Pot 39 Pmel 40 Pit 40 POe 41 Poet 41 Pane 42 Pot 42

4.75.4.5 15Oct 92 1,1 LL 1,1 ,ML,HM, L
4.5 3 Nov 92 1,1 M I LZH2 2,1 2 1 , ML2
4.5 17 Nov 92 1 L,L 1 K-,M 2 KH 2 ,M, L2
4.5 24 Nov 92 I H,H I M,M I LM I -IM,ML2
4.5 8 Dec 92 2 H,H 3,1 M3 3,4 1.e(6) 2 H, M2.L2
4.5 15 Dec92 3 M2 3 L 3 HO1(4) 2 HML3
4.5 22 Dec92 1 HM I M H3 2 L2 I HM,L3
4.5 12 Jan 93 1 M, M I L, H 2 H, H 2 HM,L
4.5 19 Jan 93 1 M I M, H I L, H I HML
4.5 2 Feb 93 I M,L I LM I KHM I H,M,L
4.5 9 Feb 93 1 L,M 1 H,H 1 M,H I H, M3, L
4.5 23 Feb 93 1 H, L I HML 1 H2, M, L2 I H,M,L
4.5 2 Mar 93 5 MO (5), L 4 LO (5), M2 0(5) HO (5), MO (5) 0(5) H MO (5), LO (5)
4.5 9 Mar 93 1 M,M 1 L,H 2 H,H I H, M2, L
4.5 16 Mar 93 1 M,M 1 L, H 1 H I HML2
4.5 6 Apr93 1 M,M I L,H 1 HH 1 HM,L
4.5 13 Apr 93 1 L,M I H,H I M,H 1 H,M2,L
3.0 20 Apr 93 1 HM I M,H 1 L,H 1 H,M3,L
2.5 27 Apr 93 1 H,M 1 MH 1 L,H 2 HM,L3
2.5 18 May 93 1 H, M 2 M, H I L, H 2 K M3, L3
2.5 1Jun93 1 M,M 1 L,H 1 l H2 1 -,M,LA
2.5 29 Jun 93 1 M,M 1 LH I KH I , M2, L3
4.5 29 Jun 93 1 LM 1 HH 1 MH 1 H,M,L
4.5 13Jul93 5 L. (5), M3 0(5) H0 (5), H2 4 MO (5), HO (5) 5 H2, MO (5), LO (5)
6.0 13 Jul93 M H H
4.5 27 Jul93 1 M,M 1 LH 1 H,H HML

Table 3. M106 fence intrusions.

Date Post 7 Panel 8 Post 8 Panel 9 Post 9 Panel 10 Post 10

6Oct92 H 1 M 1 L 1 H
15 Oct 92 1 5 M
3 Nov 92 H 1 M 1,1 L 1 H,H

17 Nov 92 M,M 1 .,,M 1 H,L3 1 M,M
24 Nov 92 L,M I H,L I M3,12 1 L,H

8 Dec92 L,H 2 H4,H2 1,1 M 1,1 L
15 Dec 92 H,M 1 M2,H I L2.H I HL
22 Dec92 M2,L 1 L,M 2 HM2 2 K H2
12 Jan 93 H,M I M,M 2 L3,H I H,H
19 Jan93 LM 1 H,M2 2 M2,H I L,H
2Feb93 H,M 2 MZM I L2,H I H,H
9 Feb 93 MM I L,M I HH I M, H

23 Feb93 H,M,L0* 1 HM LA HM, LO 2 HML
2Mar 93 i-M 2 M4,M 1 L2,H I -,H2
9 Mar 93 HM 1 MZ I LH I HH

16Mar93 M,M I L, M4 I HKH 1 MH2
6Apr93 K M 2 MzM 1 L2,H 1 H,H

13 Apr 93 MM I L2,M 1 HH 3 MH
20 Apr 93 L, M2 1 K M2 I MH 2 L,H
27 Apr 93 L,M 2 KHM I M2,H 3 L,H
18May93 LM 1 KM 1 M,H 2 L,H

1J un93 KLIM 2 M2,M I L,H 1 -HI.
29Jun93 KIM I MKM 1 LH I K H
13 Jul93 M2,M 1 L,M 1 K H 2 MH
27 Jul93 HM2 1 KM2 I L2,H 2 H,H

"UMpp owie, no alm.
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T"le S (amm'd. MIS Sm l

OkPm. 11 Pdtll Pmdl2 Put 12 POW 13 Putll Pmdl Pat 1

60ct92 I M I L 1 H NA M
15Oct92 0, NA
3 Nov92 II M I LZ M I,1 H NA MfL

17 Nov 92 1 L2,H I K-13 1 MM NA L2,H
24 Nov 92 1 KHM I M I 1,M NA H

8 Dec92 1 H2,H 22 M2 I LH NA H
15 Dec 92 1 ML 1 1 JM I HZM NA MZH
22 Dec92 1 L2,H 1 IL I ML NA LM
12 Jan93 1 ML 1 LL 1 K M 1 MM
19Jan93 1 KL3 1 M,L 1 LZ.M 3 KHM
2Feb93 1 ML I L,L 1 KHM 1 M.M
9Feb93 1 L,L I K L 1 M.M 1 LM

23Feb93 1 HM2,L I HMLO 1 KM2,LO I KML
2Mar93 1 MKL 1 L2.L 1 K M3 I K M
9Mar93 1 ML2 1 L,2 1 KHM I MKM

16Mar93 1 L, L2 I KL I L.M 2 H2-M
6 Apr93 1 ML 2 L,L I KHM 1 MM

13 Apr 93 1 L, L I K L 1 MM I L,M
20 Apr93 1 KU 2 1 ML 1 L, M2 I K M
27 Apr 93 1 KH2 2 KL 1 LIM 1 KM2

18 May93 1 1, L2 1 MKL 1 L3,M 1 KM2
1Jun 93 1 ML I L4,L 1 KHM 1 K M

29 Jun93 1 K L 1 L,L 1 KHM 1 MM
13Jul93 1 LL 1 KHL 1 MM 1 L,M
27Jul93 1 ML I L,L2 I K M2 1 MM

Date Panel 15 Post 15 Panel 16 Post 16 Pane 17 Post 17 Panel 18 Post 18

6Oct92 1 L I H I M I L
15 Oct 92 I H I M
3 Nov92 1,1 L I H,H 1,1 M 1,1 12

17 Nov 92 I I1LL 6 MKM I L,H I KHL
24 Nov 92 1 K H 1 L3,M3 I KHL I MZL

8 Dec92 1 MH !,1 1.3 1 H2,L 1,1 M
15 Dec 92 2 L,H I H2,L 2 MKL I L3,M
22 Dec92 1 KHM 1 M2,H I L4,H I HL
12Jan94 1 L,H 1 K H 1 M,L 1 L,L
19Jan 94 1 M,H I L,H I KL 1 ML
2 Feb94 1 L2,H I I-H2 I KML I L,L
9 Feb 94 1 KH I MH 1 L,L 1 KL

23 Feb 94 1 K MZL L 1 HK L 1 KML I KH L
2Mar93 1 L,H 2 KH I MKL 1 L2,L
9 Mar93 1 LH 1 IH I MKL I L,L

16 Mar93 1 MH 2 L, H2 1 K L2 3 MKL
6Apr93 1 L,H I KHH 1 M,L I L,L

13 Apr 93 1 K H 1 M, H 1 L, L I H2, L
20 Apr 93 1 M,H 1 L, H2 I KIL 2 ML
27 Apr 93 1 MZ H I L,H 2 KUL2 1 M2 L
18 May93 1 K H 1 L3,H 1 K-2 1 ML

I Jun 93 1 L,H I KHH 2 M.L 1 L3,12
29 Jun 93 1 L,H I KHH I M,2 1 L, L2
13Jul93 3 KHH 1 MH 1 L,L I KHL
27 Jul93 1 4,H 1 KH I ML 2 L,L
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Table 3 (cone'd).

Dab. pwmeL19 Pat 19 PAWnd20 Pbst 20 PumW21 Pod 21 PeAW22 Post 22

6 Oct 92 1 H I M I L I L
15 Oct 92 1 L 1 H
3 Nov 92 Z, I HF I K1L,1 L 1 K M

17 Nov 92 1 K M 1 t, H I K L2 1 M
24 Nov92 1 LZ M I H 1 K L 1 L

8Dec92 I LIM 1,1 H 1 K H 1 11 L2
15 Dec92 2 K M 1 K H 1 L, H2 3 H
22 Dec 92 1 K M 1 LZKMM 2 K H 1 MH
12 Jan 93 1 K M 1 MM 1 L, H 1 K H
19 Jan 93 1 L. M 1 K M 2 K H 3 1, H
2 Feb 93 1 K M 1 K M 1 1, H 2 HH2
9 Feb 93 1 MM 1 LIM 2 K H I M3, H

23 Feb 93 1 K M2,L 2 HML 1 KML I HML
2 Mar 93 1 KMhe I K M 2 LH I H
9 Mar 93 1 K M 1 K M 1 L, H 1 K H

16 Mar 93 1 LM2 NoM 1 Kh M3. H 1 E, H
6 Apr 93 1 K M 1 KM 1 T, H 2 K H

13 Apr 93 1 No, M 1 L, M 3 HH2 1I MH
20 Apr 93 2 L, M 1 K M I K H I L, H
V Apr 93 2 L2, M 1 K M 1 K H 1 13, H
18 May 93 1 L, M 1 K1,M 1 M2,H 2 1, H

1 Jun 93 1 K M I M M 1 L, H I K H
29 Jun 93 1 K M 1 K M 1 L2, H 1 K H
13 Jul 93 1 M M I LIM 1 K H 1 MH
27 Jul 93 1 K M 2 K M 1 1,H 1 K H

Table & FOIDS buried inlruaion..

Date Sea,S to N SoI, Nto S Sfflsftiv

6 Oct 92 0,,,,,.,,0OO7.5
6Oct92 1,0,0,l11,1,0,0,0,0,0,0,0 o 0 ,0,0,0,0,0,0,0,0,l0 , lo l1,0 9.0
15 Oct 92 0, 1,1,1,0, l 1,1,0,0,0,o1, o l 001,ol0,0,0,0,0,l1,1,1, 11 7.5
3 Nov 92 0, 1,1,1,0,0,00,1,0,o1, l 0 1,0ol0,,1,1,1,1,1, 1, 1, 1, 1 7.5
17 Nov 92 0,0,0,0,0,0,0,0,0,0,ol ol1, 0 0,0,0,0,0,0,0,0,1,1ll110 7.5
2d4Nov92 0,1 o 1,001,0, 1,1,001 , lo 0 1, 1,1, 1, 1, 1,1, 1,1, 1,1, 0 7.5
8 Doc92 1,0,0,0,0,0,111,,1,11 0'l,0,lol1, 1,1,1, 1, 1, 1, 0,0,1 7.5
15 Dec 92 0,0,0,0,0,0,0,0,0,0,0,0 ol o 0 ,0,o l l0,0,0,0,0,0,0,0,0,ol0 7.5
22 Dec92 0,0,0,0,0,0,0,0,0,0,0,0 ol o 0 ,0,0,0,0,0,0,0,olA o ol0,,00 7.5
12 Jan 93 0,0,0,0,0,0,0,0,0,0,0,0 ol o 0 ,0,0,0,ololol0,0,0,0,0,0,0, 0 7.5
19 Jan 93 0,0,0,0,0,0,0,0,0,0,0,0 ol o 0 ,0,o l l0,0,0,0,0,0,0,0,0,ol0 7.5
2 Feb 93 0,0,0,0,0,0,0,0,0,0,0,lol ol0 0,0,0,0,0,0,0,0,0,0,0,lol ol0 7.5,9.0+
9 Feb 93 0,0,0,0,lolol0,0,0,0,0,0,0, 0 0,0,0,0,0,0,0,0,0,0,0,lol o0 9.0+,
2Mar93 0(HloW) 0(WtoE) 9.0.
9Mar93 0(EtoW) 0(WtDE) 94.0
6 Apr 93 1(EtoW) 9.0.

13 Apr 93 1, 1,1, 1,1, 1, 1,1, 1,1, 1,1 1, 1,1, 1,1, 1, 1, 1,1,1, 1,1 9.0e.;7.5
13 Apr 93 1,1,1 5.0
13 Apr 93 1,1,1 2.5
13 Apr 93 0,0,0 1.0
13 Apr 93 1,1,1 2.0 (left at 7.5)
20 Apr 93 1, 1, 1, 1, 1,1, 1,1, 1, 1,1, 1 1 11 1,101,1,01,1,1,1,1, 11 6.5
27 Apr 93 1,1,1, 1,1, 10, 1, 1,1,1,0, 1 1, 1,1, 0,0, 1,1, 1,1, 1, 1,1 5.5
18 May 93 1, 1,1, 1,1, 1,1, 0,1, 1, 1,1, 1, 1,1, 1, 1, 1,1,1, 1, 1,1,1 5.5

1 Jun 93 1,1,0, 1, 1,1, 1, 1,1, 1, 1,1 1, 1,1, 1, 1,1,1,1, 1, 1, 1,1, 5.5
29 Jun 93 1,0,0,0,0,0,0,0,0,0, l ol1, 1 0,0, 1,0,0,0,0,0,1,1,1,1i 4.5
29 Jun 93 1,1,01,1,ol1,1,1,011 1 0,,1, 1 o l 1 10,,1 1,1,1,1,1,1,0,1, 1 7.5
13Jul93 1, 1,1, 1,1, 1,1, 1,1, 1, 1,1, 0, 1, 1, 1, 0, 1,1, 1,1, 1,L1 7.5
27Ju93 1,1,1,1,1,1,1,1 , 11 1, 1, 1,1 1,1,0, 1, 1,0,1, 1,1, 1, 1,1 7.5

9



T"le 6 Wm•). PO1 boW bie mmIh S.

Dowe GV~404S bN GreuAN ioS SM06ft

6od92 1. 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1 7.s
6Oct92 - - -

15Ott92 1,1,11,,1,1,,1,11,,1 1,,,1,1,1,1, 1, ,0,1,01 7.5
3 Nov92 1,1,1,1,1,1,1,1,1.1,1,1 1,1,1,1,1,1,1,1,,1, 1 7.5

17 Nov 92 0, 1,1, 11,1,00,1,0, 1, l1, 1 0, 0,1, 0, 0,0,0. 1,001,O l 0 7.5
24 Nov 92 1,1,1 11,1,1,11,1 I ,ll 111 1 1111, 1,1, 1,1, II, 7.5

8Dec921 0,0,0,1,0,1,0,0,0,1,0,0 0,0,0,0,0,0,1,0,0,0,0,0 7.5
15 Dec92 1,1,1,1,1,1,1,1,1,1,1,1 1,1,1,1,1,1,1,1,1,1,1,1 7-5
22 Dec92 1, 1, l,,1,1,,1,1,1,1 1, 1,1,1, 1,1,1,1, 1,1,1, 1 7.5
12Jan93 0,1,1,0,1,1,1,1,1,1,,11 1,1,1,1,1,1,1,1,11, 1 7.5
19 Jan 9 0, 1, 1,0,1, 1, 1,1,1, 1, 1,1 1, 1,1, 0, 1,1, 1,1, 1,1, 1,1 7.5

2Feb93 0, 0, 0, 0, 00 0, 0, 0. 0, 0, 0 0, 0,0, 0, 0, 0, 0, 0, 0, 0, 0, 0 7.5;9.0+
9 Feb 93 0, 0, 0, 0, 0,1, 0,0,0, 0, 0, 0 0, 0, 0, 0, 0, 0,1, 0,1. 0, 0, 0 9.0+
2 Matr93 0(EtoW) 0 (W toE) 9.0+
9Mar93 O(EtoW) O(WtoE) 9.0+
6 Apr93 O(EtoW) 9.0+
13Apr93 1,1, 1, 1,1,1,1,1, 1, 1,1 1, 1, 1,1,1, 1, 1, 1, 1, 1,1,1 9.+; 7.5
13 Apr 93 1,1,1 2.0 (h at 7.5)
20Apr93 1,1,1,1,1,1,1,1,1,1,1,1 1,1,1,1,1,1,1,1,1,1,1,1 6.5
27 Apr 93 1,1,1,1,1,1,1,1,1,1,1,1 1,1,1,1.1,1,,1,1,1,1,1 5.5

18 May93 1,1,1,1,1,1,1,1,1,1,1,1 1,1,1,1,1,1,1,1,1,1,1,1 5.5
1 Jun 93 1, 1, 1, 1. 1, 1, 1, 1, 1, 1, 1, 1 1, 1,1, 1, 1,1,1, 1,1, 1, 1,1 5.5

29j, Ji 9, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1 1, 1, 1, 11 1, 1. 1, 1, ,1 11 , 1 4.5

29Jun93 1,1,1,1,1,1,1,1,1,1,1,1 1,1,1,1,1,1,1,1,1,1,1,1 7.5
13 Jul 93 1,1,1,1,1,1,1,1,1,1,1,1 1,1,1,1,1,1,1,1,1,1,1,1 7.5
27 Jul 93 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1 1, 1, 1, 1, 1, 1, 1, 1, l, 1, 1, 1 7.5

110 , 1 , • i i• 110

A 0

901

26 900430 4

Figuw 2. FOlDS sing•-bp det-ton: Pasts. Fiuwe 3. FOLDS singe-ta detctos: Panes.

(nuisanc) alams. Deteton geerall oocuned at in Fiuz 2 and 3 fo post and pane locati. re
the first tap at all locaton (fPable 2). Exetin are spectve. The lower deeto rate at post 41 and
panel 41 and post 41, which aze more extensively panel 41 are evident. Excluding posts 41 and 42,.
bracedbecause teybrdra fibrlass pnl (1panel there is still an indiation that the percentage of
42). A metal pipe exeds horizontally between single-tap detections decreases with distance from
posts 40 and 41 near the top of paneNl41 the pwcesor, whc is indiate by increasing post

Table 7 gives a breakdown by location of the per, number. This is seen more clearly in Fsgure 3, which
centage of detections of a single tap. This is plotted shows a clear trend of decreasing detecton rate of
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Table 5. M106 buried intrusions. tap except that at the fiberglass panel
were detected.

DateSoi, S o Nsoil N o SThe worst recordi of FOlDS detec,-
DateSoiS oN ouINto tions during the winter is that of 2

17 Nov 92 1,0,,O,0,0,lOl0. O, O, O, l0 ol o ol ol ol ol1ol ol ol olI Marl1993, aday charcteriz~ed byrap-
24 Nov 92 O,0,0,0,0,l 1 0O, O ,lO l l 0,0,1, 1,01,O,01,O, O, l 0 idly increasing air temperature (-180

8 Dec 92 1, 0, 0, 1,0,O ll0,0,0,0,0,00 0,0, 0, 0,0,0, 0, 0,0, 0,0, 1 to 50C in 8hours). At three panel loca-
15 Dec 92 0,0,0,0,0,0,0,0,0,0,0,0 Ol O 0 ,0,0,0,0,0,0,0,0,0,0,l 1 gl l I haman five post loations (exchid-
22 Dec 92 0,0,0,0, O Oll0,0,0,0,0,0,00 0,0,0,0,0,0,0,0, l O Oll0,0,0,0 1 n 2) hrewr n e12 Jan 93 0,0,0,0,0,0,0,0,0,0,0.0 Ol O 0 ,0,0,0,OlOlOll0,0,0,0, l0000
19 Jan 93 ol Olol ol Olo ol ol olo ol 0 o,o,o, o, o,o, o, o,0, o,o, o tectionseven after five taps of increas-
2 Feb 93 0,000000,,,,, 0, lO lO lO lO l0 O l0,0,0,0,0,0,0,0,0,0,l l0 uig forme.This was aremarkable situ-
9 Feb 93 0,0,00,0,00,0,00,0, 0, O l 0 l l 0,0,0,0,0,0,0,0,0,0, 0 ation for the FOODS, particularly as
2 Mar 93 0 (E toW) 0 (W W E) tap 5qualified as abashing impact. t
9MNar 93 0(E toWM 0 (W WE)
6 Apr 93 0, 0(E to W) sgetdta h O Spoe
13 Apr 93 0,0,0,l1, 0, 0,1,1, 1, 0, 1,1 1,0, 1, 1,1, 1,1,o0,0, 0,0, 1 was adversely aftcted by the rapid
20 Apr 93 0,0,0,l1,0,0,1, 1,01, l 11, 1 0,0,0,0,0,0,0,0,0,Ol0,1,O l 1 rise in temnperature. The FOMS had
27 Apr 93 0,0,0,0,0,l0,1,O 1 1,1,0,0,1 1 ,0,,OlOl110,1.0,0,0,0,0,l1, 1 previously been reliable in the range
18 May 93 1,0,0Ol0,,1,1,11, 1,0, 0,0, 0 0, 1,0,0,l1, ll0,0,0,0,0,0,0 of temiperatures it experienced on
29Jun 93 0,0,0,0,0,0,0,0,0,0,0,0l O 0 ,0,0,0,1 1 . l l0,0,0,0,0,0,0I thatdcay, but it had not been subjected
13 Jul 93 0, 0, l0, ll0,0000,,,, 0 , l0 O l0, 0,0, 0, l0, 0,l0,0,0,00 to such a high rate of temperature
27 Jul 93 0, 0, l0, 0, l l0,0,0,0,00,00 0, 0,0, 0, 0.0,0, 0, 0,0o,0,0 change during prior controlled intru-

DateGraM S o N raw, N o Ssions. Mason and Hanger should be
Dat GnelS t N rum, Nto - queried as to whether they have sub-

17 Nov 92 0,0,l1, 0, 1,1, 1,1,0, 0, 0,1 0,0,0,0, O Oll0,0,0,0,0,0,00 jected their electronics to thiermnal
24 Nov 92 0, 1,0l1, 1, 0, 1,1,1, 0, 1,1 1, 0,1, 1,1, 1,1, 0, 1, 1,1,1 shock testing and the outcomne.
8 Dec 92 0,0,0,00,0,0,00,0,0, 0 ,0,,O O l lOlO O l0,0,0, l0,0,00,00 Beginning on 20Aprl9M, the sent-
15 Dec 92 1,1,0,0, l1 1O 1,,00,1,0,0,1 1, 0,0, 1,1, 1,1, 0,1, 0, 1,1 sitivity of the FOODS was progress-
22 Dec 92 0,0,l1, 0, 1,1, 1,1, 1, 1,0,0 1, 0,0, 1, 1,0,1, 1,0, 0, 0,0 ively reduced, to decrease the nunm-
12 Jan 93 0, 10, 1,01,0,1,0,1,0,1,0, 1 0 O 1,0,1,10,10, 0, 0, 0, 0, 0 ber of nuisance alarms.'fie sensitiv-

2 Feb 93 OlO l0,0, l0,0,0,0,0,0,0,0,0,0 0,0o,0o,0o,0o,0o,0o,0o,0o,0o,0o,0o ity was changed to 3 or20 Apr anldto
9 Feb 93 l0, 0,0,0,0,0,l O l0,0,00,00 0, 0,0, 0, 0,0,0, 0,0, 0, 0,0 23Son 27Apr, itremnained at 2.5until
2 Mar 93 0 (E toM 0 (Wto E) 29jun.A consequence of the reduc-
9 Mar 93 0 (E toW) 0 (W toE) to i4 h teaa m
6 Apr 93 0 (E to W) mi estvt sta ee lr

13 Apr 93 1,1,1,11,1,1, 11 1 1 1,1,0,1 1 1,1,1,0,l1, 1,1, 1,1, 0, 1,1 occurred afterasingle tap to the fence
20 Apr 93 0,0, 1,1, 1,1, 0, 1,0, 1, 0,0 1,1, 1,1, 1,1, 1, 0,1, 1, 0,1 (Table 2).
27 Apr 93 1,1,,1,1,1, 1 11, 1, 1,1, 1,1 1, 1,1, 1,0, 1,1, 1,1, 0, 1,0 On 29 Jun the regular series of
18 May 93 1, 1,1, 1,1, 0,1, 1,0, 1, 1,1 1,0,1,1,0,1,1,1,1,1,1,1 fence taps was done with the FO(DS
1 Jun 93 0,0,o1,01,0,1, l1, 1,1, 1,Io0 1,1,1,01,1 oI o,1,0, 1, 0, 0, 0 atsrstvyf2.'leesi

29 Jun 93 1, 1, 1, 1,0, 1, 1,l0,0, 0, 0,0 11,1,1,1,0, 1,1, 1, 1,1, 1, 1 atasnivtyo25 wseiiiy

13 Jul 93 0, 0,1. ,1,0,l1, 1, 110, 1,1 1 1, ,1,00, 0,1,0,1, l 1, 0, 1 was then increased to 4.5, the value

series of fence taps was repeated. The
detection capability improved mark-

Panel taps with increasing distance from the prOces- edly, from 90 to 100% alarms at a single tap at the
sor. center of the fence panels and from 83% to 100%

On 23 Feb the snow along the chain-link fence alarms at a single tap near the fence posts (Ibble 2).
was deep enough to cover the lower FOlDs cable by This reliable detection, capability was, however, ac-
1 to 6 an from post 34 to post 40. Taps at the qlOw" comnpanied by an unacceptable increase in the num-
post location were made by swinging the metal rod ber of nuisance alarms each day. (Rfe to Non-
thro~ugh the snow. Although this must have reduced intruder Alarms below.)
the impact to the fence by slowing the rate of move- At the timne, the larger number of nuisance
ment of the rod, each tap was detected. A similar re- alarms in summer vs. wintei; at the same FOlDS
sult was obtained on 16 Mar when the lower FOIDS sensitivity, was attributed to a change in the cou-
cable was covered by 1-16 cm along its length and plig between the senso cable and the ferice fabric.
taps were again made through the snow; all "low" At the higher summer temperatures, the fence fab-
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Tabl.e WED 6 I. mimu.

Oak 3m* 6m 9. 12 w 15m 18m 21a 24m 27m 30m 33m 36 39.m 41. 45= .n

8Duc92 1 1,1 1.1 1 1 1,1 1 1,1 1 1 1,1 1 1,1 1 1 1.1
15 Dc 92 1.1 1 1.1 1 1,1 1 1,I 1 1,I 1 I,1 1 1 1,1 1 1
22 Dc 92 1 1 1,1 1 1 1,1 1,1 1 1 1,1 1,1 1 1,1 1 1.1 1
12 Jan 93 1 1,1 1 1.1 1 1,1 1 1,1 1 1.1 1 1.1 1 1,1 1 1
19 Jan 93 1 1 1.1 1 1,1 1,1 1 1,1 1,1 I 1 1.1 1 1 1 1,1
2 Feb 93 1 1 1,1 1.1 1 1 1,1 1,1 1 1 1 1.1 1,1 1 1.1 1
9 Feb 93 1 1,1 1 1,1 1 1,1 1 1,1 1 1.1 1 1.1 1 1,1 1 1

16 Feb 93 1 1.1 1 1.1 1 1,1 1 1,1 1 1,1 1 1,1 1 1,1 1 1
23 Feb 93 1 1 1,1 1.1 1 1,1 1 1.1 1,1 1 1 1.1 1 1 1.1 1
2 Mar 93 1 1 1 I,1 I II Il I I I,1 I, 1.1 1 1,1 1 1
9 Mar 93 1,1 1 1,1 1 1.1 1 1,1 1 1,1 1 1,1 1 1 1,1 1 1
6 Apr 93 1 1 1,1 1 1,1 1 1 1,1 1,1 1 1.1 1 1 1,1 1 1,1

13 Apr 93 1 1 1,1 1 1 1,1 1 1 1,1 1 1,1 1,1 1 1,1 1,1 1
20 Apr 93 1 1.1 1 1.1 1 1,1 1 1,1 1 1,1 1 1,1 1,1 1 1 1
27 Apr 93 1 1 1,1 1 1 1,1 1 1 I, 1 1 1,1 1,1 1 1.1 1,1

18 May 93 1 1 1,1 1 1,1 1 1,1 1 1,1 1 1,1 1 1 1,1 1 1,1
29 Jun 93 1 1 1 1,1 1 1,1 1.1 1,1 1 1.1 1 1,1 1 1,1 1 1
13 Jul 93 1 1 1 1 1,1 1 1.1 1,1 1 1.1 1,1 1 1,1 1 1 1,1
27 Jul 93 1 1,1 1 1,1 1 1,1 1 1,1 1 1,1 1 1,1 1 1,1 1 1

*Dktamce from east unit.

Table 7. FOIDS single-tap detections.

High Middle LOW, codte
Neot Ratio % Ratio % Ratio % Pandl RatO %

23 30/31 97 8/10 80 9/9 100 23 23/26 88
24 13/15 V7 15/15 100 21/22 95 24 24/28 86
25 8/8 100 9/9 100 31/32 97 25 26/26 100
26 16/16 100 23/24 96 13/13 100 26 25/27 93
27 11/11 100 28/29 97 8/9 89 27 22/26 85
28 21/22 95 12/13 92 8/10 80 28 28/29 97
29 26/29 90 9/11 82 8/9 89 29 23/26 88
30 13/13 100 13/15 87 21/23 91 30 26/28 93
31 8/10 80 5/5 100 27/31 87 31 23/25 92
32 15/15 100 17/23 74 12/13 92 32 25/29 86
33 9/9 100 31/32 97 7/9 78 33 24/26 92
34 23/24 96 12/13 92 13/15 87 34 24/28 86
35 29/32 91 8/10 80 9/9 100 35 21/25 84
36 11/13 85 11/14 79 18/21 86 36 23/28 82
37 6/8 75 7/10 70 24/31 77 37 20/25 80
38 15/15 100 25/27 93 8/10 80 38 24/27 89
39 11/11 100 27/30 90 8/9 89 39 22/26 85
40 21/25 84 10/12 83 13/15 87 40 23/28 82
41 24/30 80 8/10 80 5/8 62 41 17/27 63
42 26/27 96 18/27 67 14/27 52 42 19/27 70

nc, the sensor cable, and the tiewraps attaching the single fence tap. On 27 JuL, a cooler day, the detection
cable to the fence are probably all somewhat less capability of the FODS was excellent despite itssen-
stiff. No further changes in detection capability were sitivity having been reduced to 4.5 again It was not
anticipatedL possible to do controlled intrusions (fence taps) on

On 13 Jul, however, the FOOlD's detection capa- 27 Jul while maintaining the sensitivity at 6 because
bility was significantly worse, becoming almost the FOLDS alarmed too frequently when the wind
nonexistent at the far range of its detection zone was blowing.
(Table 2). Its sensitivity was increased to 6, and there It is reasonable to concude that two tempera-
was great improvement in the number of alarms at a ture-related effects determined the changes in detec-
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Table S. M106 Sinle-tap detections.

Pat Retdo % R~h % Ratio % PuMd RW %

7 13/13 100 22/26 85 7/8 8a - --

8 7/9 78 20/30 67 6/8 75 a 19/25 76
9 24/24 100 4/8 so 5/14 36 9 22/25 s

10 28/31 90 9/9 100 8/8 100 10 17/26 66
11 9/10 90 12/13 92 16/24 67 11 25/25 100
12 7/7 100 8/9 89 23/30 77 12 21/26 81
13 12/13 92 21/25 84 6/9 67 13 25/25 100
14 9/10 90 26/29 90 6/7 86 14 15/17 8a
15 25/25 100 7/9 75 11/13 85 15 23/25 92
16 V/31 87 6/8 75 6/9 67 16 23/26 88
17 9/10 90 12/12 100 20/23 80 17 22/25 8
18 5/6 83 8/10 so 25/31 81 18 24/V 89
19 11/12 92 23/1 85 6/8 75 19 21/2 84
2D 10/10 100 29/30 97 7/8 8s 20 24/26 92
21 23/25 92 6/8 75 12/14 86 21 20/25 8o
22 28/29 97 6/7 86 8/10 80 22 20/25 80

tion capability of the fence-mounted •IDS over the * Frequency window 100-327 Hz
period 2 Oct to 27 Jul. There is an overall seasonal 0 Sensitivity 30%
contrast reated to the stiffness of the fence fatbric, a Threshold 48%
the rigidity of the fence poets (frozen ground an- * Event window 13s
chros posts very well, provided they are not heaved * Muk time Ss
by fhost action), and thermal contraction or expan- * Count 1
sion of the FOIDS cable and tiwraps. The seasonal 9 Alarm relay 2s
contrast essentially represents differences in the
fence motion induced by fence taps orby wind load- This means that signals in the frequency range of
ing and diffesences in the coupling between the sen- 100-327 Hz were integrated to an energy represer-
sor cable and the fence. The very poor detection ca- tation over a time period determined by a sensitivity
pability on 13 Jul is attributed to heat-rlated effects setting of 30% (a high sensitivity prolog the inte-
on the FOlDS electronics. gration time, whreas a low sensitivity miniuzes

There was one episode of icing during the con- the amount of signal that is converted to an energy
tronled inrtusions. It was a direct consequence of the nresmntation). The output of the integrator quali-
additional horizontal bracing of the panels abutting fied as an event whenever its magnitude exceeded
the fiberglass panel (panel 42). Snow had apparently 48% (threshold) of full scale. Sance the selected count
accumulated on the horizontal pipes spanning pan- was 1, an alarm should have occurred each time the
els 41 and 43. When it melted as the pipe warmed, optical detector genated a signal that exceeded the
the meltwater ran down the aluminum wraps hold- threshold value of the integrator. Tie sensitivity was
ing the chain-link fabric to each horiý l pipe and increased to 40% on 3 Nov to increase the number of
onto the fence fabric, where it froze. On 23 Feb the single-tap alams This lengthened the time period
aluminum tiewraps and a 7- to 9-i-square section over which signal (or energy) was accumulated. The
of fence fabric (below where the tiewrap was at- same parameter settings were used for the winte
tadied to the fabric) were coated in ice perhaps 2 post-winter transitonal, and summer periods with
mm thick. Taps to the ke-coated portion of the fence no significant dcne in detection capabil.
fabric were not detected by the NXDS1 After the The M106 fence zone is shorter than that of the
continuity of the ice coating was brokn by cracking FOIDS and does not include a fiberglass panel. The
it, taps to the fabric (still ice-coated, but with ice of M106 processor is located slightly north of post 22
reduced rigidity) were reliably detected. (with this fencemounted IDS, the higher the pot or

panel number is, the closer it is to the processor). A
Fence-mmnted M1O6 breakdown of single-ftp alarms by location is given

The M106 has several adjustable parametem The in Ibble 8 and plotted in Fur 4 and 5 for posts
initial settings were. and panels, respectively. The percentage of singk-
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"0 mmape acros the cleared area four times and wa
detected twice Earlier the intruder had walked
across the snow-covered, gravel at 24 locafons and

100 ~had been detected three times Although snow re-
moval seem to increase detectability it also exposes
the gravel to flu cold winter an; which may lead to
increased ice formation (if water is retained within
the gravel) aind eventually a reduction in system de.-

The initial sensitivity of the P011)6 was 75. Wo,
seie of intruder crossings of the soil portion of the

70 0 FXDIVFO S bed were made at a sensitivity of 9 on 6 Oct;
0 M106the higher sensitivity did niot appreciably increase

60 1 . 1 the systm'sdetcin rateso thesensitity was re-
4 a 12 16 20 tured to 7.5. Thesensitivity was increased to full

Dtsanc Fnxn Pioaeaor On~ ferim Po range (9+) on 2 Feb 1993 following the system's fail-
Figure 7. Dependenceo 4sfingltap *dttions at penels on wre to detect any of 12 crossings on the gravel por-
disance. tuio of the bed. This did not improve the system's

delectabilt
On 2 and 9 Mar the intrusions were limited to

tively. One difficulty in isolating a dependence on two crossings of the gravel portion and two cross,-
cable length (iLe., distance from the processor) is that ing of flu soil portion. This was done to confirm
the P011)6 zone is longer tha the M106 zone- There that the intruder remarined undetectable under the
is no consistency as to which IDS6 has a higher per- current site conditioms Crosing were reawned. on
centage of single-tap, detectins at fence panels. flu 6 Apr while the ground was still snow-covered and
P01D6 geneally detects single taps at post locations, frozn. Time was no detection of a person walkin
more reliably than does the M106. across the gravel bed, and flu only detection of a

person crossing flu soil bed occurred. at a location
Buried FOlDS where running multwater had removed the snow-

Controlled intrusions with this IDS6 sow a cover and the person stepped dmrcd on the soil
strong seasonal dependence (Mibbes 4 and 9). Detec- By a week later (13 Apr), the suowcover was
tions of a person walking across the soil portion of completely nulhed, and crossings left footprints, in
flu bed decreased as the soil from, until eventually flu damp soil. Detection of a walking intruder was
(mid-December) the intruder was never detected. excellent for both the gravel and soil portions of the
The FOIDS continued to detect a person walking P011)6 bed and at sensitivities of both 9+ and 7.5, its
across the gravel portion of the bed des"t the pies- early winter value. Because nuisaince alarms became
erice of a shallow snowcover as long as the gravil too numerous, the sensitivity was subsequently de-
was niot firmly bonded by ice. The poor detection creased to 6.5 (20 Apr), 5.5 (27Apr to29 Jun), and 4.5
results on 8 Doc 1992 were a direct consequence of (29 Jun). flu P011)6 reliably detected a Fperonr cross-
the gravel layer being harri-furozn Once the ice ing the gravel bed despite the reductions in sensitiv-
bonding the gravel had melted, good detectability ity, but the detections of crosings on soil were sig
resumed, even under conditionis of deeper snow- nificantly lower in June. This is probably due to the
cover (19 Jan 1993). Eventually detection capability combined effects of reduced sensitivity and flu in-
was lost as the mnowcover deepened and as freeze- creased hardness of the dryer soil in surinme
thaw snow layers of high rigidity formed. Both of On 29 Jun, crossings were made at sensitivities of
these occurrenes changed thu characteristics (am- 4.5 and 7.5. All crossings on gravel were detected.
plitude, friequency conitent) of the motion imparted Die detection of soil crossings mproved from 25-
to flu snowcover by the intruder's footsteps. In 42% to 75% at the highur sensitivity. Detectioins of
turn, the motion indluced. in the gravel generated a gravel crosings rernained, excellent for the remuain-
signal in flu sensor cable that ino longer nut flu MS) der of the evaluation period. P011)6 detection of
processor's, criteria for alarm generation. crossings on soil was slightly less reliablTe.Dre was

On 9 Feb 1993 the snow on the gravel portion of ino occurrence of severely dimir~ished. detection ca-
the bed was rmnoved to create a narrow dear path. pability on 13 Jul. flu hottest day on which con-
1D- exposed gravel was hard-fromai. 11u intruder trolled iint~rusions were made.
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Tabe 9*. POIDS v. M,6 debcms of a waiblog imbkdw&

a. Bade

Oa. FOlDSd nFODS~n, g d M O1, ud Ao

6Oct92 1/12 12/12
60092 1/12, 3/12 -

15Oct92 7/13. 5/U 12/112/12 -
3 Nov 92 Sll1 10/12 12/1212/12 -

17 Nov 92 1/12, 3/12 8/12 3/13 1/1271/12 6/12 0/12
24 Nov 92 5/11211/12 12/12.12/12 2/12 3/12 8/12 10/12

8 Dec92 7/1, 8/12 3/12.1/12 2112,1/12 o012, /12
15 Dec 92 0/11,0/12 12/12.12/12 0/12,1/12 6/125 /12
22 Dec 92 012.,0/12 12/12,12/12 0/12 0/12 7/12 5/12
12 an93 0/12,0/12 12/12,12/12 012, 0/12 6/12, 4/12
19 Jan 93 0/1,0/12 10112,11/12 0/12./012 0/12 0/12
2 Feb 93 0/1,0/12 0/1, 0/12 012, 0/12 0/12 0/12
9 Feb 93 o/. o0/12 1/12, 2/12 o12, 0/12 o12, 0/12
2 Mar93 0/1.0/1 0/1,0/1 0/110/1 0/1,0/1
9 Maer 3 0/1i0/1 0/1,0/1 0/1,0/1 0/1,0/1
6 Apr 93 1/1 0/1 0/0 0/0

13 Apr93 12/12,12/12 12/12.12/12 6/12, 7/12 11/12,10/12
20Apr93 12/12,10/12 12/12,12/12 6/1, 2/12 6/12.10/12
27V pr93 10/12,10/12 12/1212/12 412, 4/12 12/12,9/12
18May93 11/12,12/12 12/1212/12 5/12, 2/12 10/12,10/12

1Jun 93 11/12,12/12 12/2, 12/12 1/1, 4/12 7/12, 7/12
29Jun 93 3/12, 5/12 12/12,12/12 0/12 0/12 6/12,11/12
29 Jun 93 9/12, 9/12 12/1Z,12/12 -

13 Jul 93 12/12.10/12 12/12,12/12 0/12 0/12 8/12, 7/12
27 ld 93 12/12,10/12 12/12,12/12 0/12,0/12 7/12, /12

b. Percentage

Dae FOIDS, .oi FOIDS,zrwn• M106, i M106, g•w

6 Oct92 8 100 - -

6Oct92 8,25 - - -

15Oct92 54,42 100,100 - -

3Nov92 42,83 100,100 - -

17Nov92 8,25 67,23 8,8 50,0
24 Nov92 42,92 100,100 17,25 67,83

8Dec92 58,67 25,8 17,8 0,0
15Dec92 0,0 100,100 0,8 50,67
22 Dec92 0,0 100,100 0,0 58,42
12Jan93 0,0 100,100 0,0 50,33
19Jan93 0,0 83,92 0,0 0,0
2Feb 93 0,0 0,0 0,0 0,0
9Feb93 0, 8,17 0,0 0,0
2Ma93 0,0 0,0 0,0 0,0
9Mar93 0,0 0,0 0,0 0,0
6Apr93 100 0 0 0

13A pr 93 100,100 100,100 5D, 58 92,83
20Apr93 100,83 100,100 50,17 50,83
27Apr93 83,83 100,100 25,25 100,75
18May93 92,100 100,100 42,17 83,83

1Jun 93 92, 100 100,100 8,25 58,58
29Jun93 25,42 100,100 0,0 50,92
29Jun93 75,75 100,100 - -
13Jul93 100,83 100,100 0,0 66,58
27Jul93 100,83 100,100 0,0 58,66

16



Buried M106 several times, the dear sensors cannot render an
This I•6 became available on 6 Nov 1992 follow- independent alarm. Consequently, during periods

ing the replacement of its electronic module (re- of continuous alarm there is no indication of when
moved 2 Oct). The initial processor settings were. or whether the other beams were interrupted suM-

ciently (by animals, bowing snow, etc.) to have
Frequency 1-100 Hz caused alarms.

* Sensitivity 100% Thenr are, however, independent alarm LEDs for
* Threshold 17% the upper and lower set of four seniso. This al-
* Event window 5s lowed PD detectability to be determined during
* Mask time Os periods of continuous alarm that were due to block-
* Count 2 age of a lower sensor. At the ID electronics box the
* Alarm relay is alarm LED associated with the upper set of four sen-

sors was observed. If that LED lighted as the in-
(See Fence-mounted M106 above for an explanation truder walked through the IPID detection zone,
of the settings.) Its detection of a walking intruder then it was recorded as a detection.
on either the soil portion or the gravel portion of the An individual sensor is -9 cm (3.5 in) in diam-
bed was poor (Tables 5 and 9), but the gravel detec- eter. The four sensors of one bank are arrayed verti-
tions were more numerous and persisted later into cally with 10-cm spacing between each adjacent sen-
the winter. When no intruder crossings on gravel sor The transmitter and receiver units, at a separa-
were detected on 19 Jan 1993, the threshold was re- tion of 50 m, are mounted ort tripod standing on the
duced to 8%, thereby allowing a smaller quantity of ground. At the transmitter unit, the base of the low-
integrated signal energy to qualify as an event. De- est sensor was initially about 13 cm above the soil; at
tection capability did not improve, the receiver unit, the base of the lowest sensor was

Intrusions resumed on 13 Apr with the settings initially 16 cm above the soil. The units were not
unchanged since 19 Jan. Detection of a person walk- raised as the mowcover developed, so with deep-
ing on the gravel bed was good although rarely ening of the snow, successively higher sensors be-
100%, but detection of a person walking on the soil came blocked.
bed was usually less than 50%. On 21 May the man- The electronc configuration for alarm condition
ufacturer visited SOROIDS and adjusted the set- of the SOROIDS WD imposes severe limitations on
tings of the buried M106 to: the usefulness of this system. Once the ID has

gone into continuous alarm because one sensor is
* Frequency 2-100 Hz blocked, the remaining suite of seven sensors is use-
- Sensitivity 62% less. Although security personnel might intend to
0 Threshold 50% never permit blockage of one sensor to occur, it is

unrealistic to expect that such a blockage can be
The percentage of gravel detections was now lower, avoided entirely, particularly if the lowest sensor is
mostly 50-66%. A person walking across the soil located dose to the ground to detect a crawling
bed on 1 Jun was detected, when the ground was intruder. For example, on windy days at SOROIDS
wet, but all crossings on later days when the soil was when there is no snow crust, windblown snow fills
dry and hard went undetected. 20-cm-deep footsteps in a few minutes. On such

days it would be impossible to keep a dear path be-
IPID tween the IPID transmitter and receiver units with-

The IPID at SOROIDS has detected every intru- out extensive snow removal to eliminate the supply
sion by a walking person since it became opera- of loose snow. It was possible to return the IPID to
tional on 25 Nov 1992 (Table 6). It is configured as a use during the winter by electroniclly bypassing
vertically stacked set of two banks of four sensors first the lowest sensor and then the lowest four sen-
each. One set of eight sensors transmits pulsed sors as the mow deepened. This involved time-con-
beams (930 nin wavelength), which are received by sumning modifications that were not easily done in
the opposite set of eight sensors. Interruption of one the field during cold weathet If the ID normally
or more beams, so that transmission falls below were configured with selectable sensor input to the
1.5%/o (as by blocking more than 98.5% of a sensor), alarm electronics, then it would be feasible to main-
causes the ID to alarm. If the IPID is in continuous tain the usefulness of all the sensors except the ones
alarm because some of the sensors closest to the that were temporarily blocked.
ground are blocked by the snowcover, as happened Because the ID line-of-sight is nearly perpen-
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dicula to the prevailing wind direction, sww did over the preceding 30 rain. Although the combina-
not accumulate in the recem in front of each sensor tion of relatively high wind and high picipitation
ace plate Subsequent experience with IPID units rate clearly causes K)F S fenKce alarms (1330 hr), the

mounted on top of the chain-link fence and on- controlling factor(s) during the rest of the day is Jess
ented parallel to the wind showed that often evident.
enough snow filled the recess to cause alarms. The only FOIDS fence alarm on 17 February 1993
This blockage could be prevented by eliminating occurred at 0648 hr. No other 1DS alarmed until 1141
the recess at each sensor. hr or later. This occurred during the first occurrence

of high winds (11.8 m/s gust) sirx the overnight
snowfall had stopped. The video record initiated by

NONINTRUDER ALARMS the alarm shows snow being blown off the chain-
link panels in the FOIDS zone. At least six panels

Nonintruder or nuisance alarms are those that had snow falling through the fabric. There were sev-
occur independently of the controlled intrusions. era closely spaced occurrences of snow coming off
They are listed by daily occurmece in Table 10. the fence, but they were contained within the alarm

It is a safe conclusion that any alarms by the bur- reset time of the alarm annunciator. Had the annun-
ied FOIDS or the buried M106 that occurred when ciator reset time (20 s) been equal to the FOIDS inter-
those systems were not detecting the controlled in- nal reset time (5-8 s), there would have been more
tnisions were not due to displacement of the soil or than one FOlDS fence alarm
gravel by a crossing person or animal The possibil- Note that, prior to 19 Jan 1993, the annunciator
ity that thermal cracking of the soil may have been alarm reset times had been determined by the indi-
occurring is under investigation. A complication in vidual ODs. On that day the reset times were stan-
assessing the cause of the nonintruder alarms is that dardized to 20 s to eliminate video recording prob-
it is not possible to distinguish alarms originating in lems during periods of high alarm rates. The re-
the gravel portion of each bed from those originat- ported number of nonintruder alarms on subse-
ing in the soil portion. quent days should be considered a minimum dur-

One cause of both fence-mounted and buried ing high alarm rate periods as there was the poter-
FOLDS alarms is wind-induced motion of the ply- tial for twice as many alarms to occur as were re-
wood panel to which the enclosure containing the ported.
FOLDS processor is mounted. Because the FOIDS The buried M106 system became unreliable
cable is active from the ground surface to the proces- when the air temperature approached -25 0C. At
sor, any motion of the enclosure causes alarms, as lower temperatures there were as many as 31-33
has been demonstrated by pushing on the plywood alarms over a 30-min period. The number of alarms
panel. When there are both
buried and fence-mounted
FOIDS alarms in the same 10
period, they are reasonably at- o FOICS ftw Aman
tributed to movement of the 8 i Gus (nM)
sensor cable independently of s U (mm)
fence or ground motion.

The 12 FonDs fence alarms 6
on 23 Nov 1992 occurred on a
day of intermittent rain and 4
light winds. There were no _
alarmsduring the period of 20 q fp 0rbPCmaximum gust (5.3 m/s), 2 70 d too]1
three alrms during the period
when the gust was 4.7 m/s, 0
seven alarms during periods
of 2-3 m/s gusts, and two ..2
alarms during periods of 15- 0 0400 0600 1200 1600 2000 2400

1. m/s gusts (Figure 8). The Ts (tw)

precipitation quantity plotted Figure 8. Fence-mounted FOLDS alarms, wiind gusts, and rainfbl on 23 Nozem-
is the amount of rainfall (mm) ber 1992.
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Table 10. Daily count of nuisance alarms, by IDS.

Mraulk. Date Day FOlD)S fac FOLDSkv hu MO6face MuM&w 1ai PID

Oct 92 3 1 9 0 0 n/a n/a
4 2 1 2 0 n/a n/a
5 3 0 2 0 n/a n/a
6 4 3 2 0 n/a n/a
7 5 5 2 0 n/a n/a
8 6 1 1 0 n/a n/a
9 7 78 0 0 n/a n/a

10 8 180 2 0 n/a n/a
11 9 1 0 0 n/a n/a
12 10 1 0 0 n/a n/a
13 11 10 2 0 n/a n/a
14 12 2 1 0 n/a n/a
15 13 13 0 0 n/a n/a
16 14 12 1 1 n/a n/a
17 15 0 0 0 n/a n/a
18 16 0 1 0 n/a n/a
19 17 3 0 0 n/a n/a
20 18 0 0 0 n/a n/a
21 19 0 0 0 n/a n/a
22 2D 0 0 0 n/a n/a
23 21 0 0 0 n/a n/a
24 22 15 0 0 n/a n/a
25 23 0 0 0 n/a n/a
26 24 0 0 0 n/a n/a
2 25 0 0 0 n/a n/a
28 26 0 1 0 n/a n/a
29 2 0 3 0 n/a n/a
30 28 0 0 0 n/a n/a
31 29 0 0 0 n/a n/a

Nov92 1 30 0 0 0 n/a n/a
2 31 0 0 0 n/a n/&
3 32 0 0 0 n/a n/a
4 33 0 0 0 n/a n/a
5 34 - - - n/a
6 35 - - - - n/a
7 36 0 0 0 0 n/a
8 37 1 3 0 0 n/a
9 38 0 2 0 0 n/a

10 39 0 0 0 1 n/a
11 40 0 0 0 2 n/a
12 41 7 0 0 0 n/a
13 42 317 0 9 0 n/a
14 43 0 0 0 0 n/a
15 44 1 0 0 0 n/a
16 45 1 0 0 0 n/a
17 46 0 0 0 0 n/a
18 47 0 0 0 0 n/a
19 48 0 0 0 0 n/a
20 49 0 0 0 0 n/a
21 50 0 2 0 4 n/a
22 51 7 0 0 0 n/a
23 52 12 0 0 0 n/a
24 53 0 0 0 0 n/a
25 54 1 1 0 0 0
26 55 4 0 0 0 0
27 56 0 3 0 0 0
28 57 0 1 0 0 0
29 58 0 0 0 0 0
30 59 0 0 0 0 9
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Ta W 1omed Daiy mu of muAie mAm, by D&

!Mmtw~ DA& _!ý FOlDSkna FOlDS kirW M2O6ftxw A006 kiW MD

Dec92 1 60 0 0 0 0 0
2 61 0 0 0 0 0
3 62 0 0 0 0 0
4 63 0 0 0 0 0
5 64 1 2 0 0 0
6 65 0 0 0 0 0
7 66 0 0 0 0 0
8 67 0 0 2 0 0
9 68 0 1 1 0 0

10 69 0 0 0 0 0
11 70 0 0 0 0 1
12 71 0 0 0 0 0
13 72 0 0 0 0 0
14 73 0 3 0 0 0
15 74 0 0 0 0 0
16 75 0 0 1 0 5
17 76 1 0 0 0 0
18 77 1 0 0 1 0
19 78 0 0 0 0 0
20 79 1 13 1 0 0
21 80 0 1 0 0 0
22 81 0 0 0 1 6
23 82 n/a 0 n/a 0 2
24 83 n/a 10 n/a 0 0
25 84 n/a 7 n/a 0 0
26 85 n/a 9 n/a 0 0
27 86 n/a 7 n/a 0 0
28 87 n/a 5 n/a 0 0
29 88 n/a 3 n/a 0 0
30 89 n/a 5 n/a 2 0
31 90 n/a 4 n/a 0 0

Jan 93 1 91 n/a 4 n/a 0 0
2 92 n/a 3 n/a 0 0
3 93 n/a 0 n/a 0 0
4 94 n/a 3 n/a 0 0
5 95 n/a 3 n/a 0 0
6 96 n/a I n/a 0 0
7 97 0 0 0 0 0
a 96 0 0 0 0 0
9 99 0 1 0 0 0

10 100 0 3 0 0 0
11 101 0 1 0 0 0
12 102 0 0 0 0 0
13 103 0 1 0 0 5
14 104 0 1 0 0 n/a
15 105 0 0 0 0 n/a
16 106 0 1 0 0 n/a
17 107 0 0 0 0 n/a
18 106 10 1 0 0 n/a
19 109 4 0 0 0 n/a
20 110 0 1 0 0 0
21 111 1 0 0 0 0
22 112 3 0 1 0 0
23 113 0 0 0 0 0
24 114 0 0 0 0 0
25 115 21 6 1 0 0
26 116 0 8 0 0 0
27 117 0 0 0 0 0
28 118 1 4 0 0 0
29 119 20 22 0 0 8

20



Table 10 (cont'd).

L4tw Date Day FOJDSfmw FOlDS bw M106fmm M1066 IPID

30 120 2 5 0 0 1
31 121 0 1 0 0 1

Feb 93 1 122 16 1 0 0 n/a
2 123 0 0 0 0 n/a
3 124 0 2 0 0 n/a
4 125 7 2 0 0 n/a
5 126 0 0 0 0 n/a
6 127 4 4 0 47 n/a
7 128 0 3 0 241 n/a
8 129 0 0 0 0 n/a
9 130 1 3 1 0 n/a

10 131 0 2 0 0 0
11 132 0 0 0 0 0
12 133 0 0 0 0 1
13 134 21 2 1 1 n/a
14 135 1 1 0 0 n/a
15 136 1 3 0 0 n/a
16 137 0 1 0 0 n/a
17 138 1 2 1 1 n/a
18 139 0 3 0 2 n/a
19 140 0 4 0 29 n/a
20 141 0 2 0 230 n/a
21 142 2 5 4 99 n/a
22 143 0 0 0 0 n/a
23 144 0 1 0 0 n/a
24 145 0 0 0 0 n/a
25 146 0 3 0 77 n/a
26 147 0 0 0 184 n/a
27 148 0 2 0 183 n/a
28 149 1 1 0 5 n/a

Mar93 1 150 0 0 0 1 n/a
2 151 0 0 0 0 n/a
3 152 0 1 0 0 0
4 153 0 1 1 1 0
5 154 1 2 0 0 0
6 155 0 0 0 0 0
7 156 0 0 0 0 0
8 157 0 1 0 0 0
9 158 0 0 0 0 0

10 159 0 1 0 0 0
11 160 3 1 0 0 0
12 161 0 1 0 1 0
13 162 0 0 0 0 n/a
14 163 0 50 0 4 n/a
15 164 0 3 0 2 n/a
16 165 0 1 0 0 n/a
17 166 30 3 1 1 3
18 167 1 12 17 0 0
19 168 0 9 0 15 0
20 169 0 1 0 0 0
21 170 0 0 0 0 0
22 171 2 0 0 0 6
23 172 0 1 1 1 0
24 173 36 0 7 0 0
25 174 0 1 0 1 0
26 175 0 2 0 3 0
27 176 0 4 0 4 0
28 177 1 1 0 0 0
29 178 57 1 0 0 0
30 179 32 3 0 2 0
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Tab 10 (ced). D , mint of mba alm , %by M&.

mUmtkjw Date Dmv FOIDSINC FOlDS rWi MIoofUmo A4106h Iu nwV

31 10 6 3 1 0 0
Apr93 1 161 30 7 1 0 0

2 182 7 0 0 0 0
3 183 0 0 0 0 0
4 184 1 0 0 0 0
5 185 5 1 0 1 0
6 186 1 0 0 0 n/a
7 187 1 8 0 2 n/a
8 186 1 3 0 3 n/a
9 189 13 3 0 0 n/a

10 190 59 13 0 0 n/a
11 191 66 46 1 0 n/a
12 192 50 12 0 0 n/a
13 193 5 35 0 1 4
14 194 19 115 1 6 1
15 195 40 38 0 0 0
16 196 220 76 1 4 0
17 197 405 213 0 3 1
18 198 7 77 0 0 2
19 199 56 96 0 1 0
20 200 i5 33 0 3 0
21 201 4 26 0 6 0
22 202 34 56 0 0 2
23 203 82 91 2 3 0
24 204 1 24 0 9 0
25 205 18 24 0 4 6
26 206 5 38 0 1 0
27 2 1 19 0 0 2
28 208 1 31 0 2 3
29 209 4 43 1 23 0
30 210 0 38 0 3 1

May93 1 211 1 63 0 6 0
2 212 0 43 0 7 0
3 213 0 29 0 5 2
4 214 1 1 0 2 1
5 215 1 1 0 10 4
6 216 4 32 3 14 3
7 217 0 23 0 5 2
8 218 2 31 0 13 8
9 219 0 35 2 18 7

10 220 0 2 0 29 6
11 221 4 61 8 30 16
12 m 4 23 0 62 93
13 223 2 21 0 57 n/a
14 224 1 33 0 27 n/a
15 225 1 7 6 20 n/a
16 226 1 22 0 5 n/a
17 2 2 25 0 2 n/a
16 226 0 13 1 1 n/a
19 229 0 3 0 0 0
20 230 39 14 3 0 1
21 231 1 22 0 2 0
22 232 19 54 2 0 6
23 233 11 17 1 0 6
24 234 16 10 0 0 10
25 235 13 12 2 0 12
26 236 2 21 1 0 n/a
27 237 4 14 0 0 n/a
28 238 2 8 1 0 n/a
29 239 10 44 1 0 n/a
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Table 10 (cont'd).

M Awr Dae Day FOlDS fec FOLDS bw M106ftne M4106 kwk LPID

30 240 5 46 1 0 n/a
31 241 9 30 1 0 n/a

Jun 93 1 242 14 23 2 0 n/a
2 243 - - - - n/a
3 244 5 30 0 0 2
4 245 5 15 0 0 0
5 246 - - - - 5
6 247 54 30 1 0 11
7 248 32 38 1 0 3
8 249 7 21 1 0 > 71
9 250 53 10 7 0 n/a

10 251 38 17 5 0 n/a
11 252 1 7 0 0 n/a
12 253 - - - - n/a
13 254 15 59 4 n/a 4
14 255 0 0 3 n/a 8
15 256 30 9 9 n/a 4
16 257 2 5 1 0 8
17 258 3 1 2 0 10
18 259 8 2 2 0 > 75
19 260 - - - - n/a
20 261 3 11 0 0 7
21 262 2 10 1 0 11
22 263 - - - -
23 264 2 12 3 0 4
24 265 - - - -

25 266 15 0 6 0 2
26 267 11 5 0 0 2
27 268 40 3 4 1 2
28 269 10 1 1 0 9
29 270 14 2 1 0 9
30 271 75 5 1 0 8

Jul93 1 272 - - - - -
2 273 58 4 1 0 5
3 274 18 34 5 0 12
4 275 2 4 2 0 7
5 276 4 3 3 n/a 3
6 277 0 0 2 n/a 3
7 278 0 0 2 n/a 9
8 279 - - - n/a -
9 280 0 1 0 n/a 3

10. 281 0 0 1 n/a 20
11 282 0 0 1 n/a 5
12 283 0 0 1 n/a 1
13 284 3 1 2 n/a 0
14 285 0 0 2 n/a 6
15 286 0 0 8 n/a 7
16 287 0 0 2 n/a 9
17 288 0 0 2 n/a 7
18 289 0 0 3 n/a 0
19 290 0 0 3 n/a 5
20 291 0 0 1 n/a 9
21 292 0 0 3 n/a 7
22 293 - - - -

23 294 - - - -

24 295 - - - -

25 296 - - - -

26 297 - - - -
27 298 - - -
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Table 1L Temperature-related nubame alanu with ity. The IPID alarm an U Dec cokied with a cm
bud M L leaf blowing through the IIW zone. As it pased the

lowest seksor it may have flipped so as to block the
Aiunaemh sensor temporarily Of the five IPID alarms on 16

Dde Perbd rc) AL"a,. Dec, two occurred 4 s after alarms by the PIR and are

6-7 Feb 2300-0900 -26.8 to -31. 282 attributed to animals. The other three were closely
19-20 Feb 2200-0 -21.9 to 28.8 253 spaced to the second occurrence of joint PIR/IPID
21 Feb 0230-0900 -21.0 to -27.9 98 alarms, occurring 22 s to 3 min 6 s latez Of the six
25 Feb 063-00 -22.2 to -23.7 22 alarms on 22 Dec, three occurred within 2, 3, or 7 s of
25-26 Feb 2100-9 -20.9 to -276 232 a PIR alarm and three occurred within 13-35 s ofone of the joint PIR/IPID alarm& The IPID alarms

on 23 Dec occurred 5 s and I min 10 s after a PIR
alarm.

alarms over a 30-min period. The number of alarms The eight IPID alarms on 29 Jan spanning a 2S-hr
during cold periods, notably when the air tempera- period and the one alarm on 30 Jan were not associ-
ture was below -25 0C, is summarized in Table 11. ated with any PIR alarms. These nine alarms all oc-
The actual temperature inside the enclosure that curred during episodes of blowing snow. Wnmd
houses the processor during these periods is not gusts during the alarm period on 29 Jan were 13.1 to
known. It must be warmer than the air temperature, 21 m/s. After the last IPID alarm on 29 Jan, the high
because the electronics generate some heat. Re- winds persisted (gusts of 1Z9 to 17 m/s) with conse-
gardless, the M106 is specified to operate to -300C quent alarms from both the buried and fence-
ambient The manufacturer agrees that the occur- mounted FOIDS, but there was no blowing snow,
fence of multiple alarms during cold periods is in- and the IPID did not alarm. The 30 Jan alarm occur-
dicative of cold-related component failure. red during a high wind (16.7 m/s gust); although

The fence-mounted FOIDS is prone to alarming this was not the windiest period of the day, it coin-
during wind-induced motion of the chain-link cided with the only occurrence of blowing snow in-
fence. Table 12 compares the number of fence- dicated by the video record. In contrast, there were
mounted FOIDS alarms and the number of fence- no IPID alarms on days of snowfall until enough
mounted M106 alarms with the gust wind speed. snow accumulated on the ground to block a sensor.
Under the same wind conditions, the number of Two differences between falling snow and blowing
FOIDS alarms greatly exceeds the number of M106 snow are the dominant direction of motion (vertical
alarms. Although the FOIDS sensitivity is a different vs. horizontal) and the particle size, with wind-
parameter from the M106 parameter, both systems blown snow particles (snow dust) generally being
were set at approximately 40% of their sensitivity smaller so that there can be a larger concentration of
range on these days. airborne snow mass per given air volume. Conse-

On 15 Jul, five early-morning (0556-0601 hr) quently, windblown snow may more completely
fence-mounted M106 alarms were caused by birds scatter the near-infrared beams than does falling
of robin size on the chain-link fence in the M106 snow. Prominent episodes of blowing snow also oc-
zone. A large group of birds was perched on the top curred on 14 March, but as the IPID on that day was
of the fence fabric as well as on the strands of barbed in continuous alarm due to previous snow accumu-
wire. The M106 alarms seemed to occur when the lation, it is not known whether the airborne snow
birds stirred and fluttered their wings. would have caused the IPID to alarm.

The count of IPID nonintruder alarms is valid The IPID went into continuous alarm on 13 Jan
only for periods when the IPID was not in continu- when the snow depth exceeded the height of the
ous alarm. The alarms on 13 Jan, 31 Jan, and 12 Feb lowest sensor. This had followed three closely
were all due to the blockage of a sensor by the spaced alarms when the blockage was intermittent.
snowcover and mark the beginning of a period of The lowest sensor was electronically bypassed on 19
continuous alarming. The nine alarms on 30 Nov Jan, and the alarm condition cleared. The IPID next
followed an alarm by a colocated passive infrared went into continuous alarm on 31 Jan due to snow
(PIR) IDS by intervals of 9 s to 8 min 14 s. At least buildup over the height of the second highest sen-
one of these alarms may reasonably be attributed to sor. It was possible to conduct controlled intrusions
a small animal crossing the dear zone in which the on 2 Feb despite the continuous alarm status be-
two IDlSs are located. The site lights were not on at cause the alarm LED for the highest four sensors (5-
this time; the video record showed no obvious activ- 8), which were unaffected by the snowcover, was
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Table 12. Fence alarm vo. wind.

2m xeaimu 2m gwt FOlDS M106 2m wW 2. w M FOtDS AM
Dotde Thus uWmd' 1d sp t ne J fuooroct Daft Thor Wd yo few' ft"Or"

18 Jan93 0W3000 2.8 8.9 0 0 6:00:00 0.9 1.5 0 0
1-00:00 5.1 12.5 3 0 6:30:00 0.8 IA 0 0
1:30:00 4.5 9.6 0 0 700:00 0.5 1.6 0 0
2:00:00 5.1 10.4 1 0 7300 0.8 1.9 0 0
2:30:00 4.7 13.9 0 0 SAM 0.3 IA 0 0
3.00.00 4.3 10.3 0 0 8:30:00 0.4 1.0 0 0
3:30:00 5.1 11.4 1 0 9:.M)30 1.1 2.6 0 0
4:00:00 4.5 11.2 0 0 9"30:00 1.5 11.1 0 0
4:30:00 4.0 8.3 1 0 10:00:00 6.8 15M9 2 0
500:00 3.9 9.9 0 0 10:30.00 6.8 13.0 2 0
5:30:00 3.2 7.9 0 0 I)oo 5.8 12.0 11 46
6.40:00 2.5 5.9 0 0 1130M00 5.0 11.2 61 2
6:30:00 3.8 8.U 0 0 12:000 4.9 10.8 4 3
7.10.00 4.1 9.6 0 0 12:30:00 4.3 8.5 0 0
7:30:00 4.2 8.0 0 0 13:00:00 5.6 9.8 0 0
800:00 3.9 7.7 0 0 13.30:00 4.6 10.7 0 0
8:30:00 3.3 7.1 1 0 14:00:00 4.3 8.3 0 0
9:00:00 5.5 11.4 0 0 1430:00 4.1 8.3 0 0
9.30:00 4.4 9.6 0 0 15 0 3.9 7.0 0 0

10:00:00 4.8 10.3 0 0 13:30:00 3.5 5.5 0 0
10.30:00 5.7 10.1 1 0 16'00:00 3.2 5.8 9 5
11:00:00 6.2 13.3 0 0 16"30:00 2.4 3.5 0 1
11:30:00 5.6 12.4 0 0 17:00:00 1.3 2.7 0 0
12.00:00 4.6 8.8 0 0 17:30:00 1.2 2.4 0 0
12:30:00 4.0 7.7 0 0 18.110:00 0.7 1.8 0 0
13:00:00 4.4 9.5 0 0 1830:00 0.4 1.4 0 0
13:30:00 4.9 9.0 0 0 19:00:00 0.2 0.7 0 0
14:00:00 4A 10.0 0 0 19.30:00 0.5 1.7 0 0
14"30:00 3.7 8.9 0 0 200:00 0.5 1.5 0 0
15.00:00 1.9 5.5 0 0 20".30:00 0.5 1.2 0 0
15:30:00 3.2 7.3 0 0 21:00:00 0.5 1.6 0 0
16100:00 3.5 12.7 0 0 21:30:00 0.7 1.8 0 0
16:30:00 4.0 11.0 0 0 2200:00 0.8 1.9 0 0
17:00:00 3.2 9.4 0 0 22:30:00 0.5 2.1 0 0
17".3000 1.6 6.6 0 0 23:00:00 0.8 2.1 0 0
1800:00 0.8 2.7 0 0 23"30:00 0.7 2.7 0 0
18.30:00 0.7 2.1 0 0 0:00:00 0.9 2.2 0 0
19:00:00 1.0 2.2 0 0 25Jan93 0:30:00 1.2 4.7 0 0
19:30.00 1.3 4.3 0 0 1.UM0:00 1.4 5.7 0 0
20:00:00 1.9 7.4 0 0 1:30:00 1.6 5.2 0 0
20-.30:00 1.7 4.7 0 0 200:00 1.8 9.7 0 0
21.:0:00 1.5 2.4 0 0 2:30:00 1.8 7 0 0
21:30:00 1.0 2.1 0 0 3.M0M:00 3.2 94 0 0
22.'00:00 1.1 Z3 1 0 3:30:00 3.3 11.5 3 0
2230 0.7 1.9 0 0 4.00:00 3.6 15.7 2 1
23.'00:00 0.4 1.3 0 0 430:00 4.9 14.3 1 0
23.30:00 0A 1.5 1 0 5.'00"00 4.3 17.9 1 0

0:00:00 0.3 1.7 0 0 5".30".00 5.1 134 0 0
19 Jan 93 0.30:00 1.0 2.1 0 0 6.10:00 5.1 11.8 3 0

1:00:00 0.6 1.6 0 0 6:30:00 4.6 15.7 3 0
1:30:00 0.5 1.4 0 0 7.00:00 4.5 14.0 1 0
2."0:00 0.5 2.3 0 0 7:30:00 7.4 18A 5 0
2:30.00 0.4 1.3 0 0 8:00:00 5.8 15.3 0 0
3:00.100 0.7 2.3 0 0 W830:00 5.9 15.2 1 0
3:30:00 0.6 2.1 0 0 9:00:00 4.8 12.6 0 0
4:00.00 0.7 1.6 0 0 9:30:00 5.5 13.7 0 0
4:30:00 0.4 1.5 0 0 10:00:00 3.0 9.3 0 0
5.'00:00 0.7 1.7 0 0 10:30:00 3.7 8.0 0 0
5:30:00 0.4 1.3 0 0 11.MO0:00 4.9 11.7 0 0

nm/s

"number of alarms in preceding 30 minutes
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2mw mm d 2mgwt FOOS AG06 2maw ff 2mp w S1410A
Oak, Thm wo qvat' fia" f"o Die Tby *w *W"

11:30:00 2.8 6.0 0 0 17:00:0 1.2 1.7 0 0
12:00:00 3.3 12.4 0 0 17"30:00 1.1 1.9 0 0
12:30:00 3.6 9.1 0 0 1800:00 0.5 1.3 0 0
13:00:00 4.2 9.4 0 0 1:30:00 0.4 1.2 0 0
13"30:00 4.7 14.8 0 0 19.00:00 0.5 1.8 0 0
14'00:00 4.3 14.4 0 0 19:30:00 04 1.1 0 0
14:30:00 4.9 11.2 1 0 2000:00 0.2 0.9 0 0
15:00:00 5.1 14.6 0 0 20.30:00 0.5 1.8 0 0
15:30:00 3.3 11.3 0 0 21:00:00 0.5 3.8 0 0
16:10:00 4.5 133 0 0 2130:00 2.5 4.2 0 0
16,3000 3.0 11.9 0 0 22:00:00 1.5 2.9 0 0
17:00:00 3.0 6.8 0 0 22:30:00 2.3 5.1 0 0
17".30:00 3.1 7.5 0 0 23:00:00 2.7 5.3 0 0
18M00:00 2.9 7.0 0 0 23:30:00 3.4 7.0 0 0
18"30:00 3.5 7.8 0 0 0:00:00 3.7 8.0 0 0
19:00:00 3.6 8.2 0 0 29 Jan93 0:30:00 3.6 8.1 0 0
19-30:00 2.5 4.6 0 0 1.'i000 3.3 6.7 0 0
2000:00 3.0 5.4 0 0 lw30:00 2.9 5.9 0 0
20.3:00 2.7 4.7 0 0 -100:00 2.7 6.8 0 0
21'00:00 1.7 3.4 0 0 2:30:00 2.7 5.3 0 0
21:30:00 2.0 5.1 0 0 3.&V0:00 2.4 4.8 0 0
22.10:00 2.1 3.9 0 0 30:00 2.1 4.4 0 0
223• 2.4 4.6 0 0 4.t00:00 1.7 3.8 0 0
23.'10:00 2.4 5.3 0 0 4:30:00 1.2 3.4 0 0
2330:00 2.3 4.1 0 0 50000 1.1 3.4 0 0

0:00:00 2.3 ý,o 0 0 Si3000 1.1 2.4 0 0
28 Jan 93 0:30:00 2.6 5.0 0 0 6.10-00 0.7 1.8 0 0

1.1:00.' 2.5 6.7 0 0 6:30:00 1.1 4.5 0 0
1.30:00 2.9 8.5 0 0 7:10:00 1.0 4.2 0 0
2.'30:00 2.9 7.9 0 0 7:30:00 1.5 6.2 0 0
2:30:00 3.1 6.6 0 0 U:00:00 1.6 4.3 0 0
3:00:00 2.7 5.0 0 0 6:30.00 1.8 7.2 0 0
3.30M00 2.9 5.3 0 0 9:00:00 2.5 9.0 0 0
4'00:00 2.5 5.5 0 0 9.30:00 4.6 12.4 0 0
43: 3.4 8.2 0 0 10:0O:0 3.5 8.3 0 0
5:00:00 45 9.6 0 0 10.30:00 1.9 9.9 0 0
5.30:00 3.2 9.1 1 0 11:00:00 2.1 9.9 0 0
6.130:00 2.8 5.5 0 0 11"30:00 4.8 13.5 2 0
6:30:00 2.4 4.2 0 0 12,00:00 4.7 21.0 6 0
7:0000 2.2 4.0 0 0 12:30:00 4.0 15.0 4 0
7:30:00 2.6 4.3 0 0 13A00:00 4.8 18.1 1 0
8.00:00 1.9 2.5 0 0 13:30:00 5.8 13.1 1 0
&:30:00 2.1 4.6 0 0 144'00:00 5.7 1&8 1 0
9:00:00 2.6 4.1 0 0 14:30:00 5.5 13.6 1 0
9-30:00 3.3 5.5 0 0 Is00:00 5.3 12.9 0 0

lo:00:o0 4.2 9.5 0 0 13":00 4.9 17.0 0 0
10".30:00 3.4 7.1 0 0 16M 5.8 15.7 1 0
11.30:00 3.9 8.9 0 0 16:30:00 5.2 13.0 1 0
11.30:00 4.2 9.8 0 0 17:00:00 5.2 13.9 0 0
12:00:00 3.8 7.3 0 0 1730:00 4.3 8.6 0 0
12:30:00 3.2 6.5 0 0 18:00:00 4.4 10.7 0 0
1,3.10:00 2.7 6.4 0 0 18:30:00 4.8 11.1 0 0
13:30:00 2.3 - 4.9 0 0 19:00:00 5.8 11.0 0 0
14:00:00 2.6 4.7 0 0 19.30:00 4.2 10.8 0 0
14:30:00 1.7 4.6 0 0 20.1)0:00 4.2 9.9 0 0
1:00 1.9 4.8 0 0 2030:00 4.6 10.1 1 0
15",:00 1.6 4.2 0 0 21:00:00 4.6 10.9 0 0
16.130:00 0.9 2.8 0 0 21"30:00 4.1 11.5 1 0
16:30:00 1.3 2.7 0 0 22:00:00 3.8 ROR 0 0
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Tlble U (coned).

2mevu*u 2 m ,w FOlDS M106 2 mwded 2umtW FOIDS U CM
Date Th. sped spwd' fuw' J! Dae Tbw spawf " fmm" fmm"

22:30:0 2.2 5.1 0 0 4 0 7.5 13.0 2 0
2 s0.5 1.7 0 0 4.:0 6.3 11.A 1 0
23:30:00 1.4 7.8 0 0 5:0 5.1 11.1 0 0
000:00 2.3 7.A 0 0 5.30:00 5.0 11.1 0 0

30 Jan93 0:30:00 1.9 5.3 0 0 6.00"00 3.8 7.5 0 0
L1OW:00 1.5 4.3 0 0 6.30:00 3.5 6.6 0 0
1:30:00 2.0 5.2 0 0 7:00:00 4.0 9.7 0 0
2:00:00 2.3 4.9 0 0 7".30:00 34 U4 0 0
230:00 2.1 4.2 0 0 Ma00:00 3.0 7.0 0 0
&:00:00 0.8 2.7 0 0 8:30: 3.3 8.2 0 0
3:30:00 1.2 2.0 0 0 90 4.7 12.5 0 0
4.00:00 1.0 1.8 0 0 9.30:00 5.3 9.4 0 0
430 1.0 1.7 0 0 10:00:00 5.5 11.4 0 0
5:00:00 1.0 1.8 0 0 10.30:00 6.4 11.2 0 0
5&30:00 0.7 1.3 0 0 11:00:00 7.0 14.1 1 0
6:00:00 0.5 3.1 0 0 11.30:00 6.4 13.4 1 0
6.30:00 5.0 15.4 0 0 1200:00 5.9 11.9 0 0
7:00:00 5.1 11.5 0 0 1230 6.6 12.7 1 0
7".30:00 5.3 11.6 0 0 13:00:00 6.8 13.2 0 0
&.00:00 5.0 10.1 0 0 13.30:00 6.8 13.0 0 0

:30:00 4.6 9.1 0 0 14:00:00 7.3 13.3 0 0
9:01M00 5.3 11.9 0 0 143" 7.7 14.3 2 0
9:.30:00 6.5 12.4 0 0 15:00:00 6.2 13.1 3 0

loo0m0 6.7 16.7 0 0 15:30:00 6.8 13.9 1 0
10:30:00 5.3 12.8 0 0 16.00:00 5.6 11.3 1 0
11:00:00 6.3 15.6 0 0 16:30:00 5.9 13.1 1 0
11"30:00 6.9 13.6 0 0 17:00:M0 6.3 12.8 0 0
12.00:00 7.8 15.6 . 0 0 17:30:00 5.2 11.3 0 0
1230 7.7 17.6 0 0 Isom0:00 4.0 8.9 0 0
13.'10:00 7.3 14.2 0 0 18:30:00 3.7 7.8 0 0
13.30:00 6.6 12.8 0 0 19:00:00 3.8 6.5 0 0
14.00:00 6.0 16.2 0 0 19-30:00 3.5 7.3 0 0
14.30:00 5.0 9.6 0 0 200:00 3.3 V.7 0 0
15:00:00 5.4 11.6 0 0 20"30"00 3.3 5.9 0 0
15-.30:00 5.2 9.2 0 0 21:00:00 3.4 5.2 0 0
16:00:00 5.0 10.3 0 0 21"30:00 3.8 10.1 0 0
16.30:00 4.6 7.8 1 0 22:00:00 3.6 6.5 0 0
17-00:00 2.9 6.1 1 0 22:30:00 3.1 6.5 0 0
17"30:00 2.3 4.5 0 0 23.M00:00 3.0 7.1 0 0
lo00:00 2.6 4.8 0 0 23.30:00 3.1 6.1 0 0
18:30:00 3.3 5.6 0 0 0:00:00 4.1 9.6 0 0
19:00:00 2.7 4.5 0 0 4 Feb 93 0:30:00 0.7 1.5 0 0
19-3000 2.2 4.0 0 0 110:00 2.0 6.9 0 0
2000:00 2.6 4.6 0 0 1"30"00 1.5 3.7 0 0
2030:00 2.6 4.1 0 0 2:00:00 2.3 4.7 0 0
21:00:00 2.2 4.2 0 0 2:30:00 4.0 11.5 0 0
21.30:00 2.2 3.5 0 0 3.10:00 3.6 7.2 0 0
22:00:00 1.3 2.3 0 0 3:30:00 4.5 9.6 0 0
22:30:00 1.4 2.5 0 0 4.Um'00 5.1 10.5 0 0
23.10:00 1.0 2.3 0 0 430:00 7.6 15.4 4 0
23"30:00 0.9 2.3 0 0 &00:00 6.1 12.4 1 0

0:00:00 0.7 2.1 0 0 5:30:00 6.0 14.2 1 0
1 Feb 93 0:30:00 1.6 3.1 0 0 6:00:00 5.3 11.7 1 0

1.'00:00 0.9 2.7 0 0 6.30:00 5.3 12.4 0 0
1"30:00 2.0 2.9 0 0 7.m"0:00 5.2 11.0 0 0
2:00:00 1.6 U.4 0 0 7"30:00 4.3 8.9 0 0
2:30:00 2.0 4.3 0 0 8:00:00 5.0 9.3 0 0
3.'00:00 5.0 9.1 0 0 O:30:00 4.4 11.1 0 0
33M 6.6 15.1 2 0 9:00:00 5.4 11.5 0 0
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4 Fqb 93M 5.2 124 0 0 17t000 2.9 4.6 0 0
10:00:00 5.3 11.0 0 0 1730:00 2.5 4.2 0 0
10"30:00 4.6 8,1 0 0 1MOM0:0 2.4 3.9 0 0
11000 4.1 9.6 0 0 "15:3k00 2.0 2.7 0 0
11.30:00 6.1 11.8 0 0 1900:00 2.1 2.8 0 0
1200:00 5.2 10.4 0 0 1930:00 1.9 3.1 0 0
1230:00 3.7 7.7 0 0 20:00:00 0.5 2.0 0 0
13.MOM 5.2 9.4 0 0 2M30:00 0.7 2.1 0 0
13:30:00 5.6 13.5 0 0 21*00 0.4 1.2 0 0
14.00 5.5 9.8 0 0 2130:00 0.5 1.5 0 0
1430:00 5.0 9.8 0 0 22*00 0.5 1.7 0 0
15:00:00 41 7.8 0 0 2230:00 0.6 1.6 0 0
1 : 0 3.7 7.9 0 0 23400 0.5 1.3 0 0
16.M0:00 3.3 6.3 0 0 23.30:00 0.5 1.7 0 0
1630:00 3.0 5.0 0 0 0:00:00 0.5 1.4 0 0
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alarm LED for the lowest four sensors was lighted tact. The mnuacturer advised where to open the
continuousy. The 1D went out of alarm when the IPID to have better access for chedking the conric-
snow depth decreased sufficiently It next went into tions This highighft the difficulty of the present
continuous alarm on 12 F)eb due to mow buildup. meam of bypassing seors, rewring, and the need
That alarm lasted until 2 Mar when the lowest stack for an expedet, reliable metr to select which sen-
of four sensors was electrotically bypassed. The sor can generate alarm. Beginning 13Apr, ail eight
IPID again went into continuous alarm following OWDsensorswer configuredtobecapableofgener-
the blizzard of 13 Mar; this lasted into 16 MaL ating alarm&

Although the mow along the UM line-of-sight is This marked the beginning of numers IPD
generally deep relative to other site locations, prob- alarms related to birds Although not all alarm
ably because of the inflence of the east-west chain- causes could be identified by referring to the alarm-
link fences on the dominantly nordt-south wind initiated video,recordig the known sources of nui-
pattern, the greatest mnow depth in that area occurs sance alarms are identified here. Between 13 Apr
on the leeward side of a field distribution box. It was and 22 Jul (when the video cassette recorder was re-
that local snow accumulation that first put the IPID moved for cleaning), there were a total of 19 alarms
into continuous alarm. caused by a crow on 6 days, 65 alarms caused by

The six PD alarms on 22 Mar occurred within 7 birds of robin size or smaller on 27 days, one alarm
minutes of each other and were caused by a crow caused by an unidentified animal, and one alarm
walking through the ID detection zone. caused by a corn leaf blowing across the IPID zone.

The bypass of the lower stack of four sensom was A continuous alarm extended hum 12 to 18 May,
reversed on 6 Apr, leaving only the lowest sensor whenthe grass along the IPD's lineof-siht was cut
bypasse. The M immediately went into continu- down with a weedwhackeL (The first grass mowing
ous alarm, which was attributed to the second low- of the season was on 2 Jun.) Visual inspection indi-
est sesor being blocked by snow at two or three lo- cated that the grass should not have been causing
catios along the PD line-of-sight (determined by alarms because it did not block the lowest sensor as
stretching a string between the transmitter and re- much as 98.5%. Anothe contributing factor was
ceiver units). The cause of that alarm ceased natu- that frost heave of the soil during the winter had ac-
rally during the next week as the mow melted, yet centuated the terrain undulations along the IPID
the continuous alarm continued. It was found on 13 line-of-sight. On 21 May the manufactumr visited
Apr that one of the rewiring connections made the SOROIDS and documented that, first, the high
previous week (to reverse the electronic bypa of ground aong the OW line of sight was partially
the lowest stack of sensors) had not made good con- (405/6) blocking the reception of the lowest seMsor
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(40%) blocking the reception of the lowest sensm manufacturer feels that dhe performance of the mis-
and second, one of the support legs of the receiver tor explains the alarms at biuds that, according to the
unit was partially blocking the lowest sensoz In the IPID operating specifications, should be too small to
manufacturer's assesment, the nuisance alarms block the lowest sensor sufficiently to cause alarms
due to birds and grass would not have occurred if The manufacturer also attributes the protracted
there were not already partial blockage of the lowest alarms during hot weather to the defective resistm
sensor by the soil mounds and support leg. (The It should be noted that CRREL personnel do not
technician maintaining the OD had situated the leg know if the receiver unit of the SOROIDS IWD,
theem during the course of aligning the units and had upon its return to the maumdacthmr, was found to
allowed it to remain there because she believed its have one of the defective resisto.
blockage, being so much less than 9&5%, should not
make a difference.)

To demonstrate that seasonal variation in small- EQUIPMENT-REIATED ALARMS
scale topography is a natural conequence of soil
heave, the MD units were left at their present height On 12 Feb 1993 the f-nux-mounted M106 went
while the soil mounds gradually subsided. Periods into continuous alarm. The cause was traced to the
of continuous alarms did occur. 25 May-2 Jun (grass processmor's tnmsient protection board, which was
mowed on 2 Jun), 8-9 June (grass most recently sent to the manufacturer for troubleshooting. They
mowed on 5 Jun), 9-12 Jun (grass mowed on 12 Jun), found that all the components were burned out
and 18-19 Jun (grass mowed on 19 Jun). There were periods of continuous alarms by the

By 29 Jun the lowest sensor was not at all blocked buried M106 during the summez These were
by a soil mound. This was demonstrated by pro- cleared by resetting the ground fault circuit inter-
gressively blocking the lowest sensor from its top rupter outlet.
toward its base. The [PU) did not alarm until the
lowest sensor was almost completely covered, with
a very small arc of lens remaining uncovered. If the PROXIMITY-TO-ALARM
soil had been extending into the lowest sensor's MONITORING
field of view, that portion of lens would have been
already blocked by the ground, and the IPID would The most informative method of investigating
have alarmed while more of the lens remained un- the interaction between the environment and an IDS
covered, is to monitor the proximity-to-alarm status of the

Beginning on 8 Jul a different type of OPID alarm ID& Generally, the alarm condition of an IDS is
began occurring. There would be several alarms based on a comparison of two voltages, one derived
during the midmorning to late afternoon portion of from the sensor's output and one typically deter-
each day (8-11 Jul), and an individual alarm would mined by the sensitivity setting of the IDS. If the
last from several minutes to several houm No alarm alarm threshold is known, then by monitoring the
continued later than 1700 hr. This was the first pro- processed sensor voltage it is possible to correlate
loged hot period of the summen with air tempera- variation in the IDS's proximity to alarm with
tuns of 30--35C during much of the day. On 9 Jul changes in site conditions.
the temperature inside the enclosure of one stack of The proimity to alarm of one IPID sensor, the
IPID receivers, measured with a copper-costantin fifth up from the ground, has been monitored since
(lype 1) thermocouple, was 40.5*C (105IF). The 12 Jan 1993. The voltage is sampled every 125 ms
manufacturer was consulted about these alarms, as and recorded as the average and minimum values
it seemed probable that they were the result of a for each 30 minutes. The manufacturer advised that
temperature effect on the [PU) electronics. the voltage should normally be 5 V, that it should

That the UD continued to have nuisance alarms begin dropping when the sensor is 90% blocked,
caused by small (chickadee-sized) birds walking and that an alarm should occur at a voltage of -1 V,
through its detection zone together with individual which corresponds to about 98% blockage. Because
alarms on hot days lasting minutes or hours led the of the height of the sensor, birds on the ground, ani-
manufacturer to investigate potential electronic rals, or accumulating snow are not candidates for
causes of the MID alarms. This was when the defec- blocking the sensor. The monitoring has shown that
tive resistor in the circuitry of the lowest sensor of an the sensor's average voltage is 5 V, but that the half-
ID at the manufacturer's was discovered. The hour minimum is typically 4.8 to 4.9 V and occasion-
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ally n low as 46 V. Some voltap drops coincided with an alarm. Overall, however, the diurnal varia-
with raifuk but thee ns no consitnicy to the tion in the output of the CRREL integrator circuit
amount of voltage drop per quantity of rainfall. nor was similar to the pxwdmity-to-alari record of the
are voltage drops associated with each rinfall two Stellar Systems E-Fex II Perimeter Protection
event. Systems mounted to the same fence. The E-Flex pro-

The two M106 IDSs have also been monitored, cessors have a well-defined alarm threshold and test
beginning on 29 May 1992 for the fence-mounted point access to the sensor signal, so there is no ambi-
M106 and 26 Feb 1993 for the buried M106. Because guity to their proximity-to-alarm status.
the M106s process the output of the laser detector The environmental effects on the detection capa-
into an energy representation, there is no sensor bility of a fence-mounted IDS are the temperature-
voltage equivalent to that of the IPID. A CRREL en- dependent stiffness of the fence, the diurnal cycles
gineer designed an integrator circuit that mimics the of wind activity and precipitation-induced fence
later stages of the M106 processor The integrator motion. These are discussed in Appendix A.
circuit is fed the signal from the processor's audio
jack, which is the filtered output of the laser detec-
tor; the circuit accumulates the audio jack signal for CONCLUSIONS AND
10 s, then resets to zero and repeats the sequence. RECOMMENDATIONS
This is similar to the subsequent action of the M106
processor, which integrates the filtered signal over a The four optical-fiber IDSs and one pulsed near-
time period determined by the sensitivity setting infrared IDS have been in operation at SOROIDS
and compares the output of its integrator with a during conditions of snowfall and rainfall, unfro-
threshold value to determine if an event has oc- zen/frozen soil and gravel, snow as deep as 80 cm,
cuffed. The output of the CRREL integrator is wind gusts of >20 mis, and air temperatures rang-
sampled every 125 ins, and its average, minimum, ing from -30*C to 350C over the period 3 October
and maximum values over 30 nin are recorded. 1992 to 27 July 1993. Controled intrusions were

Unlike IDSs for which the alarm criterion is a done on 25 days, approximately weekly during the
specific (although perhaps sensitivity-dependent) winter
threshold voltage, the M106 alarm condition had to Both the FOLDS and the M106 are unusable in a
be estimated by comparing alarm occurrences with buried configuration under conditions of frozen soil
voltage values of the CRREL integrator circuit. This or gravel and/or the presence of a deep snowcover.
was possible because the time of each half-hour's The M106 in a fence-mounted configuration has a
voltage maximum is also recorded. Most of the time superior (lower) nuisance alarm rate, but it may
the two coincided, but there were numerous occa- have a lower detection rate than the fence-mounted
siom when an M106 alarm did not coincide with the FCO)I The IPID reliably detects a walking intruder,
highest voltage of the integrator circuit in that half- but its usefulness is often severely limited or nonex-
hour In addition, the same level of voltage on the istent if its sensors ate electronically connected in the
CRREL integrator circuit did not always coincide standard configuration for alarm annunciation.
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The following recommendations are made: sance alarms if segments of the ice fall or are
blown through the fabric. That is potentially

1) Mason-Hanger should be queried as to similar to the situation that occurred when
whether they have subjected their electronics snow, which had been clinging to the fence
to thermal shock testing, and the outcome. fabric, fell through the fence to the ground

2) The two Fiber Sens Sys processors should be and caused several ROIDS alarms
subjected to low-temperature testing to iden- 4) The IPID should not be located near objects
tify the source (apparently component-re- that may induce localized snow drifting or
lated) of the numerous alarms by the buried deposition of snow on the ground. There is a
unit at air temperatures below -25 0C and to potential problem due to frost heaving of soil
determine why the fence-mounted system along the IPID line-of-sight if the IPID is
does not alarm under the same conditions, mounted close to the ground. This would not
Figure 9 shows that the interior temperature be experienced with an IPID located on as-
of the enclosure for the buried system's pro- phalt or concrete. Those surfaces would also
cessor varies substantially with changes in air make it easier to orient the [PIM since they
temperature. The air temperature during the would provide a flatter, more stable surface
periods of high alarm rate in February, how- than does soil. The recess in front of each sen-
ever, did not fall below the minimum operat- sor lens should be eliminated to prevent accu-
ing temperature (-300C) specified by the mulation of snow there.
manufacture. 5) TWice the [PID at SOROIDS has been re-

3) If the fabric of a chain-link fence becomes suf- turned to use by electronically bypassing the
ficiently ice-coated to prevent FOlDS alarms lowest sensors (one sensor the first time, four
at fence taps, the continuity of the coating the second time) as they became blocked by
should be broken by striking the ice until it snow on the ground. This involved time-con-
crack& Very limited results with the FOIDS suming modifications that are not easily done
on locally ice-coated sections of the SOROIDS in the field during cold weather. If the IlID
fence suggest that it is not necessary to re- normally were configured with selectable
move the ice coating to restore FOLDS detect- sensor input to the alarm electronics, then it
ability. Presumably, similar results would would be feasible to maintain the usefulness
have been obtained with the M106 if a portion of all the sensors except the ones that were
of the chain-link fence in its zone had become temporarily blocked. It should be recom-
ice-coated. Leaving the cracked ice on the mended to ECSI-EAG International that such
fence, however, raises the possibility of nui- an option be standard with the IPID.
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APPENDIX&A. ENVIRONMENTALLY INDUCED VARIATION IN
THE DETECTABILTfY OF FENCE-MOUNTED INTRUSION DETECTION SYSTEMS

Paper presented at the 34th Annual Meeting of the
Institute of Nuclear Materials Management,

Scottsdale, Arizona, July 1993, p. 122-130

Lindamae Peck
U. S. Army Cold Regions Research and Engineering Laboratory (CRREL)

Hanover, NH 03755 USA

ABSTRACT FENCE DESCRIMION

Seasonal differences in the normal stiffness of 1we chain-link fence at the CRREL IDS re-
the chain-link fence panels at CRa EL's intrusion search site (known as SOROIDS) is 2.4 m hig•h
detection system (IDS) research facility have been with 3 m-wide panels. (A fence panel is that por-
determined using a CRREL-developed fence char- tion of the chainlink fabric between two adjacent
acterization kit. These results quantify changes in posts.) It was installed in 1987. The fence posts
the fence panels' response to loading that result (4.9-cm diameter) are set 0.9 m deep in concrete.
from thermal contraction or expansion of the fence The galvanized steel strands of the fabric are 3.5
elements. To assess seasonal differences in IDS mm in diameter. Originally, the fabric was braced
response to fence motion, the proximity-to-alarm with five horizontal stiffening cables spaced at
status of three fence-mounted I)Ss6 has been con- -0.6 m intervals from the base to the top of the
tinually monitored. Weather-related diurnal pat- fence fabric. The fabric was removed from the
terns in the likelihood of occurrence of nuisance posts in 1990, retensioned, and reattaced to the
alarms have been determined. This information fence posts; the lowest stiffening cable was re-
allows security personnel to anticipate when the placed with a metal pipe. A 150 m-long, straight
detectability of fence-mounted IDSs will vary be- section of the fence, extending from a heavily
cause of wind-induced motion of chain-link fences braced comer to the termination of the fence, is
and temperature-dependent differences in fence used with fence-mounted 116..
stiffness The 1S site in South Royalton, Vermont, is

located in a river valley. The dominant wind direc-
tion is down-river, nearly parallel to the orienta-

INTRODUCTION tion of the chain-link feice, and typically varies by
less than 15' (except during frontal weather

Intrusion detection systems (M1)6) are at- changes). Consequently, the severity of wind-re-
tached to a chain-link fence to detect when some- lated effects on fence-mounted I1M is low corn-
one is cutting or climbing the fence. They analyze pared to the extreme situation of a fence oriented
the fence motion for changes indicative of intruder broadside to the wind.
activity. The fence also moves because of wind
loading and the impact of precipitation. Whether
such non-intruder motion causes W1S alarms de- FENCE MOTION UNDER
pends on the characteristics of the fence motion to CONTROLLED LOADING
which the IDS processor is designed to respond.
This paper presents examples of precipitation- and The fence's normal stiffness and transvese
wind-induced fence motion in the context of pos- stiffness of the fence fabric under
sle seasonal changes in the resistance to motion loadn applied perpendicular to and prallel to
of a chain-link fence. the plane of the fabric, respectively, at the pMel
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center), together with the rigidity and plumbness retensioning is evident (Table I) as smaller dis-
of its posts, were measured in July 1989 using the placements (by 18-48 nun) under the same
fence characterization kit developed at CRREL loading. By June 1991, the fence panels were less
(Walsh and Peck, 1990). Every fifth panel was stiff, probably because of the combined effects of
measured in the section where fence-mounted long-term relaxation, thermal cycling during the
IDSs are now located. Excluding the comer panel past winter, and thermal expansion at the higher
and the end panel, the normal stiffness (millime- summer temperature. Measurements of the
ters of displacement under 132-N [30-lbf] loading) normal stiffness of four other panels during April
of the 11 panels varied from 38 to 77 mm, with an 1992-June 1993 suggest that 1) relaxation of the
average of 57 m. The larger the value, the more fence eventually becomes negligible, and 2) as the
the fence fabric displaced under the standard ap- tension of the chain-link fence decreases with time,
plied load. The normal stiffness of the comer the magnitude of the difference in stiffness at-
panel, which was braced with a horizontal pipe tributable to the fence panels being relatively cold
near its top and a metal rod running diagonally or hot also is less.
across it, was 51 mm; three of the interior panels The above examples show that the resistance
(without bracing pipes or rods) displaced less un- to motion of chain-link fence panels is quite
der the same load. The rigidity (deflection in milli- changeable. The stiffness of the panels varies over
meters at 1.5-m height with 226-N force) of one of time due to loss of tension, with a superimposed
the two posts adjacent to each panel was also mea- seasonal variation caused by thermal contraction
sured; it ranged from 4-6 mnm. and expansion of the fabric. This suggests that

The normal stiffness of two of the panels was assessments of fence suitability for an IDS should
measured again in February 1990. There had been be made during warm weather when the full
no structural changes to the fence, but the air looseness of the fence should be evident, and after
temperature was 320(2 lower (24 vs. --8 C). When a year of thermal cycling. As the fence stiffness
cold, the two panels each displaced 22 mm less varies, the differences in fence motion due to wind
than they did under the same loading in July 1989. loading or precipitation impact probably take the

The normal stiffness of selected panels was form of differet vibration spectra as well as
measured in September 1990, prior to the re- different displacement maxima.
tensioning of the fabric, and in November 1990. A second fence parameter that may affect the
Air temperatures were comparable (~13OC). The apparent stiffness of the fence is the post rigidity.
increased stiffness of the fence caused by the Soil that is hard because of being frozen in winter

Table L Normal stiffness* of SOROIDS chain-link fence.

Air temp. Displacent (mm)

('C) Panel 15t Panel 20 Panel 40 Panel 60

1990
September 14 50 70 52 70
November 12 10 50 34 22

Difference 40 20 18 48

1991
June 20 29 65 - -

-Displacement (mm) perpendicular to the plane of the fabric, under

a load of 132-N (30-lbf) push or pull at the center of the panel
tPanel 15 is a heavily braced corner.
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or dry in ummer will md'hr the fmce posts more primarily from the monitoring of the tbelecti:
stobly than will deeply saturated sol or thawing, IDS. The tri lectric W's vota threshold for
frost-heaved soil. alarms is 3.2 V.

IDS RESPONSE TO FENCE MOTION ENVIRONMENTALLY
INDUCED VARIATION IN

The responses of three ID) to environen- PROXIMlTY-TO-ALARM
tally caused fence motion were obtained through
proximity-to-alarm monitoring. An IDS processor The events assessed for their effect on the H)Ss
typically converts the output of the system's are wind loading, rainfall and snowfall. The wind-
sensor to a voltage that is compared with a induced I)S response is examined for seasonal
threshold level (dependent upon the sensitivity differences because of the expected temperature
setting of the IDS) to determine whether an alarm dependence of the characteristics of the fence
should be generated. By electronically montoring motion.
that voltage, a time series record of the IMS's Wind and Tempeatmre The proximity-to-alarm
proximity-to-alarm is obtained. At SOROIDS the status of the I)Ss on 7 days was analyzed for sea-
IDS voltages are sampled at 8-Hz requency, and sonal differences in response to wind loading. The
maximum, minimum and average values for each days are a selection of winter (January, February),
half hour period are recorded. This information is transitional (April) and summer (June) conditions.
compared with extensive site characterization data Daily records of air temperatures (30-minute
to determine what change in site conditions may average at 2-m height) and wind gusts (maximum
have caused a change in IDS proximity-to-alarm. speed during the half hour) are shown in Figure 1.

All of the monitored fenrce-mounted systems Air temperatures rose during the winter mornings
have sensors in the form of a looped cable that is because of high incident solar radiation locally and
attached to the fence fabric with tie-wraps. Two of remained high after sunset because changing
them are triboelectric (deformation of the cable by regional conditions brought warm air to the site.
fence motion produces a transfer of charge be- On the April days, the fence and )DSs experienced
tween the conductors in the cable), with test point a 14-17°C range in air temperature in the course of
access to the sensor voltage that made proximity- a typical clear-sky diurnal cycle; solar heating of
to-alarm monitoring straightforward. The detec- the ground led to radiational heating of the air
tion zone of one is 100 m long, that of the other is a during the morning and early afternoon, followed
different 50-in section of the fence. The third fence- by radiational cooling fthogh the afternoon and
mounted ID uses optic- I fiber in its cable and a evening& with the lowest temperatures around
laser detector at the end of the cable to respond to sunrise (Rosenberg 1974). The summer days were
changes in the incident laser light The processor characterized by higher maximum air tempera-
of this IDS did not have test point access to a volt- tures but not necessarily larger diurnal tempera-
age indicative of its proximity-to-alarm, so an ture ranges (as on 5 June), so the magnitude of
integrator box was designed to sample the audio temperature-related differences in fence stiffness
output (representative of the post-filtering output over 24 hours was comparable to or less than that
of the laser detector) of the processor, rectify that on the April days.
to DC level, and integrate it. The sampled output There are seasonal differences in wind activity
of the integrator was used to monitor the sensor's that lead to greater likelihood of significant wind
activation. This IDS has a 45-m-long detection during the transitional and summer days. Synop-
zone that is within the 100-m detection zone of the tic conditions, such as weather fronts moving
triboelectric IDS. through the area, are the primary cause of variable

Because there is some uncertainty regarding site winds during the winter when the gounrd is
the match between the output of the integrator box snow covered. In the late spring and summer
used to monitor the optical fiber 1DS and its there are also local winds generated by convective
internally processed signal, examples of environ- systems (air heated by the ound rises, a pressure
mental effects on fence-mounted 1)Ss are drawn difference is created, and cooler air flows in along
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Figure 1. Daily record of av~eige air tenperature and maximum wind speed on
selected winter (January, Februay), transitional (Apri) and summer (June) days. Vat-
ues are reported every half hour. The maximum wind speed on 5 June uv, s 15.7 m/s

the ground). The winds on the winter days overall proximity-to-alarm is low (<300 mV) on
selected (Fig. ib) were low (<3.5 m/s) and un- the calm winter day, both maximum and average
changing, probably because of stable regional proximity-to-alarm values are higher after 0930,
conditions. The April and June winds showed corresponding to air temperatures higher than
strong diurnal cycles, with high wind speeds -4°C. This is consistent with a temperature
following dawn as the ground surface was dependence of the wind-induced fence motion.
warmed by the sun and radiated heat to the air. Earlier, there are isolated occurrences of proxim-
Wind activity fell noticeably alter dusk on 9 April ity-to-alarm status as high as -700 mV that are not
and 23 June as the ground radiationally cooled, numerous enough to raise the half hourly average.
but high winds persisted on 10 April and 5 June as On the warmer, windier June day, there is
a consequence of changing regional weather sustained high proximity-to-alarm (>500 mV)
conditions, from midday to dusk that coincides with the

The proximity-to-alarm status of the triboelec- maximum wind speeds on that day (>10 m/s).
tric IDS (100-rm-long zone) is shown for 24 Febru- Again, there are isolated high maxima duringay and 5 June 1992 in Figure 2. Although the predawn, low wind speed conditions. The night-
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Figure 2. Proximity-to-alarm witage of the 100-m Mboelxtric IDS on two days in
1992. Average and maximum values are reported every haWfhour. The alarm thresh-
old is 3.2 V.

time wind speeds, ascribable to regional weather owing to the river valley channeling the wind).
conditions, cause sufficiently numerous incidents Also, the occurrene of isolated high voltage
of high proximity-to-alarm between 2130 and 2300 maxima (Fig. 2) that are apparently unrelated to
that the average values are also high thern wind speed may obscure a temperature depen-

The WDS's proximity-to-alarm status is plotted dence. The proximity-to-alarm at a given wind
versus wind speed in igure 3 with all the selected peed often is highest for the April days, suggest-
days represented at wind speeds of .4A m/s (Fig. ing that the transitional period may be more
3a), but only on the April and June days were troublesome with regard to nuisance alarms. This
wind speeds >4 m/s (Fig. 3b). The greatest ranges may be due to a combination of factors such as 1)
of air temperatures (-15 to 2( r ) and fence stiff- in winter, when the fence is stiffer because of
nesses are associated with the low wind speeds, thermal contraction of the fence panels and rigid
but there is no dearcut division by season anchoring of the fence posts in frozen grmo d, the
(equivalently, air temperature) in the data. This amount of fence motion from wind loading is
may in part be due to the associated wind direc- smaller, and 2) in summer coupling between the
tons being ignored (although the variation in sensor cable and the fence may be reduced by
wind direction is atypically low at the IDS site thermal expansion of the fence parnes, the tie-
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Figure 3. Proximity-to-arm voltage of 100-m &trwtrc IDS during low wind
(.a m/s) and high wind (>4 ms) conditions on sdecta, winter (January, Febru-
ary), transitinal (April) and summer (June) days. Maximum IDS vollages and
ma Prum wind speeds are reported ery half hour. The alarm hrn , 3.2 V,

Wats ertal in the haif hour ending O530 on 14 April under calm wind conditions
(1.5 mn gust). The voltage, 4.8 V, did not cause an alarm because the event count
criterion UM not satft

wraps attaching the cable to the fence, or the cable higher IMS voltages at wind speeds of >8 m/& The
itself, or all three. denest band of IS voltage maxima is -200-7•0

The ]1)'s proximity-t-alarm during windier mV at wind speeds of 4" m/s; it is -300-900 mV
periods (>4 m/s; Mig. 3b) also is highest on the at wind speeds of -9 m/s; and it is -500-900 mV
tranuitional days. The half hourly maxima that are at wind speeds of -10 ml/s
greater than 120 mV are almost exclusively those The IS response to wind loading in the
of the April days. There is a trmd of increasingly above examples is for an optimum situation, that
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Table IL Pf hity-to-ami (FA) voltage and sift cauditlmi dut-
ing rainfall, 22 September 1992.

Tun PTA, n.x PTA, ave Prip.* Wind gusts Air temp.
(mV) (mV) (mm) (m/s) (00

1830 334 176 0 2.6 22.9
1900 1118 251 16.1 2.9 21.8
1930 2916 317 23.0 20.9 20.9
2000 593 205 4.8 2.1 19.5

*Millimeters of rainfall during each half hour.

of a well-installed and well-maintained fence. If proximity-to-alarm voltage was one-terth of the
the fence were poorly anchored in the ground, if alarm condition. During the next half hour, 16 mun
the fence fabric were inadequately secured to the of rain fell while winds remained calm; the
posts, or if there were loose parts, then the proxim- maximum proximity-to-alarm voltage more than
ity-to-alarm would be higher because wind- tripled. The following half hour (period ending
induced motion of the fence would be large and 1930) was marked by an additional 23 mm of
vibrations due to impacts would be numerous. rainfall but also very strong winds (20.9 m/s

The actual wind force on a fence is the product maximum gust), and the maximum proximity-to-
of the velocity pressure, a gust response factor alarm voltage was V7 times higher than its value
(which accounts for the additional loading effects before the storm. During the final half-hour
due to wind turbulence), a force coefficient (which considered, winds were calm, rainfall was low (-5
depends on the ratio of solid area to gross area of a mm) and the proximity-to-alarm was much closer
fence panel), and the area of all exposed fence to its value before rainfall. The average proximity-
members projected on a plane normal to the wind to-alarm value also showed increases during
direction (ASCE 7-88,1990). The velocity pressure, rainfall, which indicates frequent high values.
which is proportional to the square of the wind SnowfaUg. Fence motion caused by the impact
speed, varies directly with a parameter called the of snowflakes is expected to be less than that
exposure coefficient, which depends upon the during rainfall because the weight of the particles
terrain and obstructions in the vicinity of the fence. typically would be less. Instead, snowfall is
If the terrain or obstructions vary seasonally, as for potentially troublesome for fence-mounted IDS1
example due to changes in vegetation height or because snow can accumulate on the fence
fullness, then this imparts an environmental wherever there are components that are not
difference to the wind loading of the fence that is vertical, such as horizontal or diagonal pipes or
not related to weather. cables used to brace fence panels. Wet snow may

Rainfall. There are two difficulties in quantify- ding to the fence fabric. Either when displaced by
ing the effect of rainfall on the proximity-to-alarm wind-induced motion of the fence or under its
status of the fence-mounted IDS. First, rainfall is own weight, such accumulated snow will fall off
often accompanied by wind, which itself induces (often through) the fence. Fence motion results as
fence motion. Second, rain drops directly strike the the fence fabric rebounds and as the snow piles
sensor cable as well as the fence, so there is both strike the fence during their descent Such motion
direct cable vibration and cable motion coupled to occurred in the detection zone of one of the other
fence motion. The example of changes in proxim- fence-mounted I)Ss at SOROIDS and did cause
ity-to-alarm (Table H) presents the net effect of alarms.
rainfall and wind on fence motion. Icing. The formation of an ice coating on a

Prior to the onset of rainfall (period ending chain-link fence potentially has two detrimental
1830), the wind was calm and the maximum effects on alarm occurrences by fence-mounted
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IDS The first is a reduction in probability of Comparison of wind-related nuisance alarm
detection if the ice coating sufficently changes the occurrences with the three monitored ID M, all of
vibration characteristics of the fence panels so that which have a count feature, and a fourth, an
fence motion caused by cutting or climbing optical fiber IDS that does not, emphasizes the
activities does not result in alarms. The second is usefulness of fence-mounted IDSs having an
an increase in nuisance alarms while the fence operator-selected count feature, such that a
sheds the ice coating, similar to the nuisance specified number of events (voltage levels equiva-
alarms that occurred as accumulated snow fell lent to the alarm threshold) must occur in a certain
through the fence. time interval for the alarm conditions to be met

During the winter of 1993, there was an Primarily because the triboelectric IDSs were set
episode of icing on the SOROIDS chain-link fence. for a count greater than one, they had few nui-
Melt water from snow that had accumulated on a sance alarms during windy periods when the IDS
horizontal pipe (used to brace a fence panel) froze response voltage intermittently exceeded the
onto the fabric. Taps to the fence (the standard alarm threshold.
controlled intrusion event for fence-mounted IDSs
at SOROIDS) in the ice-coated location produced
no alarms until the rigidity of the ice coating had CONCLUSIONS
been reduced by manually cracking it.

Fence-mounted IDSs are susceptible to both
environmental- and time-related changes in

RELATIVE RESPONSE TO detection capability. The dominant environmental
ENVIRONMENTAL CHANGES influence is wind-loading of the fence, but there is

also a temperature-dependence to the resultant
All three IDSs that were monitored to deter- fence motion because of differences in the stiffness

mine their variations in proximity-to-alarm as site of a thermally contracted or thermally expanded
conditions changed showed similar overall fence fabric. Whether fence posts are rigidly
behavior. Diurnal variations correlating with wind anchored in frozen or dry ground, or are weakly
activity were evident in their responses. The two anchored in deeply saturated or thawing frost-
triboelectric IDSs had isolated occurrences of high heaved soil, also influences the motion induced by
proximity-to-alarm during calm wind conditions such applied loads as wind action or an intruder.
that were not evident with the optical fiber IDS. It Rainfall increases the proximity-to-alam status of
is not known if this is attributable to the difference fence-mounted IDSs, while limited results indicate
in detection phenomenologies, or to differences in that an ice coating on the fence reduces IDS
the stage of the processing of the sensor output at response to fence taps (a non-destructive substi-
which the monitoring is done. tute for cutting the fence fabric). Snowfall in itself

Initially, the triboelectric IDS with the 100-mn typically does not cause nuisance alarms, but
detection zone experienced many more wind- accumulated snow that falls off (through) the
related nuisance alarms than did the triboelectric fence does.
IDS with the 50-mr zone, so the sensitivity of the There is an obvious time-dependence to the
former was reduced until nuisance alarm activity proximity-to-alarm status of fence-mounted IDSs
was comparable (without reducing the 50-m IWS's because there are diurnal and seasonal variations
probability of detecting fence taps). It was thought in wind activity and air temperatures. A more
that the larger fence area protected by the 100-m subtle time-dependence arises from the gradual
IDS, and consequently the greater likelihood that change in stiffness of a chain-link fence. An overall
disturbances of the fence along its length would decrease in stiffness, Le., less resistance to deflec-
cumulatively satisfy its alarm criteria, was respon- tion under loading, occurs with time as the fei ýce
sible for the more numerous alarms with the 100- components relax due to thermal cycling. This

m IDS (Peck, 1992). Other factors are differences may be seasonally offset by thermal contraction of
inherent to the sensor cable and variability in the fabric during cold weather.
response to wind loading among the fence panels Proximity-to-alarm monitoring is a reliable
in each zone. means of determining changes in IDS detection
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capablty ca~ued Jointly by ev malfoctors 1 R~ERNCES arED
and by variations in the stiffness of the fence.
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